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Outline

Overview of the learning path in CYBERWISER.eu

Relating the learning path to the offering levels and 
the technical assets

Overview of tools in relation to the offering levels
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Overview of the learning path in 
CYBERWISER.eu

The learning pathway of CYBERWISER.eu
Constructed to be in line with ISO 27005

Flexible:
Select specific phases of the learning path
Customize the learning path for your specific needs
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Primer Basic Intermediate Advanced

Cyber-risk treatment and 
cost/benefit analysis

Web portal

Cross-learning facilities

Training manager

Performance evaluator

Digital library

Economic risk evaluator 
(with economic risk models)

Simulated infrastructure manager

Monitoring sensors

Attack simulator

Countermeasures simulator

Anomaly detection reasoner

Vulnerability assessment tools

Centralized logging component
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Cyber-risk assessment

Context establishment

Cybersecurity and risk awareness

Relating the 
learning path to 
the offering levels 
and the technical 
assets
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Cyber range & extra tools

Primer Basic Intermediate Advanced

Web portal

Cross-learning facilities

Training manager

Performance evaluator

Digital library

Economic risk evaluator 
(with economic risk models)

Simulated infrastructure manager

Monitoring sensors

Attack simulator

Countermeasures simulator

Anomaly detection reasoner

Vulnerability assessment tools

Centralized logging component

Integrated LMS

Graphical dashboard for 
scenario design and 
configuration

Attack and defense tools
Help trainees
Automatic actions

Real-time monitoring of 
exercise status

Assistance in 
performance evaluation

Risk assessment
Based on risk models, 
monitoring, and 
monetary value of 
simulated infrastructure


