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CYBERWISER.eu BASIC:
The Training Course
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for Cybersecurity Professionals
toward the completion
of their skills!




What is at stake?

Businesses today operate more and more online. Many companies have
started to train their employees in order to minimize the risks that come

from the internet.

These risks are not only interruption of business, but also data breaches.
A lack of cyber readiness can cause brand damage, loss of business
secrets and in the end also loss of customers and reduced capacity

to gain new customers.




According to a report from IBM the average total cost
of a data breach is $3.86 Million.

® The health sector is the one most targeted by cyber-attacks.

® The average life of a cyber-attack is 280 days.

® Malicious attacks are the main reason for data breaches

® The companies that use security automation tools save $3.58 Million.




® CYBERWISER.eu BASIC is specifically designed
for users, already with a general understanding
of Cybersecurity, who are want to test their skills
and reach a more sophisticated level.

Some ideal candidates would be students and young professionals in
Higher Education (HE) Research Centres, as well as employees of SMEs,
Large Enterprises (LE) and Public-sector Organisations.

Specifically, the level targets the following roles:

® System & Software Engineer
® Software Developer

® Junior System Engineers

® Administrative Staff

® Operational Staff



® What are you going to learn?

® How to deal with the most common Cybersecurity risks

and threats

(Phishing, Password Weakness, Ransomware, Data Leakage and Insider

Threats)

® |n the context establishment section, you will learn how
orofiles and high-level risks.

to identify threats’

® The Cyber-risk assessment course will address risk identification.

® Cyber Range training scenarios composed of up to 10 e

ements (Virtual

Machines/Virtual Networks) will allow you to try out anc

test scenarios.



‘ Feedback from the users of the
CYBEREISER.eu BASIC platform

‘At first | thought it was going to be very easy like a questionnaire on basic
topics, but my expectations were exceeded. | was really impressed with the
environment and all the things we could do and how easy it is to manage
the environment.”

‘I learned about many concepts related to web application vulnerabilities,
from basic to advanced, | would definitely recommend it to other people as
it is a very easy user experience. The predefined path is also an added value
If you're new to this.”

About having a professional Cybersecurity register

‘For sure having a register of cyber experts will increase awareness of
people’s skills and help companies find the right sRill sets for their business
assets, also from a budget perspective. Often companies arent aware
there are people who can help improve their Cybersecurity so it would be
nice to bring the two sides together.”
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® Use CYBERWISER.eu Cybersecurity training
courses to improve your knowledge,
test your skills with real-world scenarios
and become a Cybersecurity Specialist.
Start your training path and skill up
to your team by writing to us today!
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