@ Building the cybersecurity workforce
wse. Of tomorrow: the basics

& What is the free trial = Your opportunity to try out our platform
for If.ree, you may Ssign up as many members of your team as you
wish.

@ How it works = You will select one of three possible trial packages
we have prepared.
& We will interact with you directly during the breakout sessions
& We will gather your training requirements
& Let’s compile together the application form with your requirements

@ What happens after this workshop = You can start your trial any
time you want from 1 April 2021, but it must be completed by 30
September 2021. Exercises one the cyber range require a tutor,
which will need to be scheduled with our team.

CYBERWISER.eu WWw w.cyberwiser.eu - @cyberwiser




@ Choosing the right learning path (for
CYBERWISER eu you I Staff)

About Me Training need
John is part of the John is working daily with John has a superficial
administrative staff of an internal and external knowledge of cybersecurity
Ecommerce. communication and handling and has not received any
personal data. formal training.

He has a low level of
technical IT skills.

Free Trial Package #1 — PRIMER

PRIMER °®. The full PRIMER course is offered for free.

CYBERWISER.eu ww w.cyberwiser.eu - @cyberwiser
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Package #1 - PRIMER

7 Modules

1) Introduction to cyber-risk analysis and
cybersecurity

2)Awareness of Phishing

3)Awareness of Password Weaknesses
4)Awareness of Ransomware
5)Awareness of Data Leakage
6)Awareness of Insider Threat
7)Introduction to cyber-risk assessment

Online access to the e-learning courses — No need to install software
Each module contains revision quiz and exam

At the end of each module a certificate is issued

No cyber range involved

1

Who is it for?
Students or Early

professionals that do not
have any knowledge of
the cybersecurity field

'@

5 Hours duration




@}% Choosing the right learning path (for
CYBERWISER eu you I Staff)

About Me Training need
Mary is the corporate Mary is working daily with Mary is interested in
communication manager of website management and knowing how cyber risk from
an digital IT agency. data related to different the internet may impact the
customers. company different websites
She has a basic level of and backend systems.

technical IT skills.

Free Trial Package #2 — BASIC

With her free trial, Mary can do three modules of the BASIC course for
free (using the cyber range) , and because she signed up for her trial at

BASIC %% the CYBERWISER.eu event, she can also purchase the full course at a
discounted price.
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Package #2 - BASIC .

10 Modules Who is it for?

Users that are familiar with
cybersecurity and want or
need to test and improve their
skills at a higher level.

PRIMER

1) Introduction to cyber-risk analysis and
cybersecurity

2)Awareness of Phishing

3)Awareness of Password Weaknesses
4)Awareness of Ransomware
5)Awareness of Data Leakage
6)Awareness of Insider Threat
7)Introduction to cyber-risk assessment

BASIC

1) Describe target of analysis, level 1
1.1 - Describe scope and focus of analysis, what is
included and what is excluded?
1.2 - Model the target of analysis

2) Awareness of Password Weaknesses Cyber range
« All modules can be taken online after the enrollment by 1 Cyber range exercise 8 Hours duration
CYBERWISER Team Total of 1.5 hour session
* Cyber range session must be scheduled with the CYBERWISER with a first look on cyber
Team range




() Choosing the right learning path (for
CYBERWISER ou yOU g Staff)

About Me
Steve is an IT specialist with He is already familiar with
experience in network basic cybersecurity.
management and software Steve faces cybersecurity
development for an SME issues on a daily basis.
with 70 employees He has a high level of

technical IT skills.

Training need

Acting as an IT specialist at
his SME, Steve needs to
ensure the protection of the
company’s data and assets
from cyber attacks

Free Trial Package #3 — Extended cyber range

INTERMEDIATE ©®%°

With his free trial, Steve can do a BASIC, INTERMEDIATE,

and ADVANCED module (using the cyber range) for free,
and because he signed up at the CYBERWISER.eu event, he
can also purchase a full course at a discounted price.

CYBERWISER.eu ww w.cyberwiser.eu - @cyberwiser
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Package #3 — Extended Cyber range .

UL Who is it for?

Users that are familiar with
cybersecurity and want or
need to test and improve their
skills at a higher level.

PRIMER

1) Introduction to cyber-risk analysis and
cybersecurity

2)Awareness of Phishing

3)Awareness of Password Weaknesses .
4)Awareness of Ransomware ' ‘
5)Awareness of Data Leakage Q
6)Awareness of Insider Threat

7)Introduction to cyber-risk assessment 12 Hours duration

BASIC/INTERMEDIATE/ADVANCED

1) Awareness of Password Weaknesses Cyber range
2) Awareness of Phishing Cyber range
3) SQL Injection Cyber range
3 Cyber range exercise Free access to CyPR
Total of 4.5 hours hands on Free registration to the first
* All modules can be taken online after the enroliment by o Cybersecurity Professional
CYBERWISER Team Register.

* Cyber range session must be scheduled with the CYBERWISER
Team
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(1) Our complete training offer

CYBERWISER .eu

PRIMER * .
n (I EEN WIS

PRIMER

The first learning level
appropriate for university
students or professionals who do
not have any knowledge of
cybersecurity. CYBERWISER.eu
PRIMER will teach students
basic concepts such as the most
common cybersecurity threats
and best practices as well as
help them understand the
overall process of cyber-risk

analysis and is relationship with
cybersecurity.

BASIC ., .
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BASIC

Designed for users who have
already understand the
essentials of cybersecurity and
are familiar with basic
cybersecurity threats and best
practices. With
CYBERWISER.eu BASIC, you
will learn about context
establishment, cyber-risk
assessment and cybersecurity
and risk awareness. It is also
the first training level in which
you will use Cyber Range
training scenarios for hands-on
training.

INTERMEDIATE *a"*s .
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INTERMEDIATE

Designed for users who are
already familiar with
cybersecurity threats and best
practices. With
CYBERWISER.eu
INTERMEDIATE, you will learn
about vulnerability assessment
tools, graphical cyber-risk
models and the economic risk
evaluator. The intermediate
level also includes hands-on
training scenarios with up to 50
virtual machines/virtual
networks

BV EETWISER

ADVANCED

The highest level training course
of CYBERWISER.eu. This course
is appropriate for employees
who are already very
experienced in cybersecurity
and cyber-risk in organisations
such as Institutions of Higher
Education, Research Centres,
Small to Medium Enterprises
[SME=), Large Enterprises and
Public-Sector Organisations.

Discount on final price as free trial user

CYBERWISER.eu

ww w.cyberwiser.eu - @cyberwiser




