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[2)3 Relevant Facts&figures

CYBERWISER eu : :
Skill Gap is

142k just in
EMEA

The gap (2018) of

cybersecurity 463 Billion
Professionals is estimated
142k just in EMEA... Gb of data

and is expected to grow in by 2026

study, 2018

2019 Exponential data growth
@ Source: (ISC)? Cybersecurity workforce 4 4 b ‘ ‘ O m G B

of data were created every day in 2016

SECURITY BREACHES COST l | I

$600 BILLION 463 billion GB

A YEAQ GLOBALLY Skill Gaps ask Source: Micro Focus, Growth of Data - 2017,

Linkedin SlideShare, November 6, 2017.

Source: McAfee and the center for Strategic and for new Cybe

International Studies, 2018 Source: Micro Focus, Growth of data — 2017, Linkedin

training SlideShare, November 6, 2017

programmes

The SA Computer
Based Training
market is estimated
to grow 47% in
2019 ($660 million)

Source: Gartner Security
Awareness CBT report

CYBERWISER.eu ww w.cyberwiser.eu - @cyberwiser



() Gap in Cybersec Professionals, by Region

CYBERWISER.eu

Gap in Cybersecurity Professionals by Region

EUROPE, THE MIDDLE
EAST, AFRICA

~142K

ASIA PACIFIC

~2.14M

GLOBAL
~2.93M

Source: (ISC)? Cybersecurity workforce study, 2018
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Jeweler’s perspective on theft security

I know which assets to protect and have set up the
appropriate measures.

| perceive theft as a risk in the business and know that
realistically | can't be in business if | want 100 percent security.

| focus on measures that prevent a person from leaving with
valuable goods.

| do not let security suppliers spook me and | make my own
purchasing decisions.

When it goes wrong or almost goes wrong, | learn a lesson.

| train employees in how to reduce the risk of theft and talk
to them when they make mistakes.

| invest in tools because they assist the continuity of
my business.

Source: KPMG Cyber security: it’s not just about technology

CYBERWISER.eu

Customisation is the way!

Corporate perspective on cyber security

| take measures without a having a clear idea of the assets
it is essential to protect.

| see cyber crime as something exotic and strive to achieve
100 percent security.

| focus on measures that prevent a person from entering
and forget to take measures that prevent a person from

taking away information.

My security policy depends on the tools available in the
marketplace, without knowing exactly what | need.

When it goes wrong or almost goes wrong, | panic.
| view cyber security as mainly a matter for specialist
professionals and don't want to burden the rest of the

organization with it.

| invest in tools because it is mandatory and because the
media reports on incidents every day.

ww w.cyberwiser.eu - @cyberwiser
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E;% Company size and cybersecurity training

CYBERWISER . eu

A o0 X

Businesses Within Within Within Within Charities
overall  micro firms  small firms medium firms large firms  overall

% where staff have
attended internal or
external training,
seminars or
conferences on
cyber security in the
last 12 months

Bases: 1,566 UK businesses; 757 micro firms; 321 small firms; 281 medium firms; 207 large firms; 514 charities

Source: Cyber Security Breaches Survey 2019 — Department for Digital, Culture, Media & Sport

Large Enterprises have more resources to dedicate to Cyber Security Training
than SMEs.

CYBERWISER.eu aims at removing this barrier, lowering costs and accessing to
innovative solutions for Cyber Security Training

CYBERWISER.eu ww w.cyberwiser.eu - @cyberwiser
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@ Cyber security training — Who is trained?

CYBERWISER.eu

Which Individuals receive cyber security training where it is offered
% of businesses

2017 M2018 W 2019

81
76

36

zsl

Directors, Staff whose job role Other staff who are
trustees or senior  includes information not t?rher security or
management security/governance IT specialists

Source: Cyber Security Breaches Survey 2019 — Department for Digital, Culture, Media & Sport

Cyber training appears to be addressed mainly to Directors and Senior management

CYBERWISER.eu ww w.cyberwiser.eu - @cyberwiser
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@}% Increasingly sopisticated solutions

CYBERWISER .eu

High level innovation potential:
Focus on private business and individual

learners
Fully integrated nature of the product offering

[ .
Integrated environments

& Target ience: Large Enterpri Government
Il EelIenEsg Ll s Spl=sp Bl - with advanced tools

@ Delivery model: Online, Onsite

(DVCYEERWISER e
@ Target audience: Medium Enterprises, Military
: : N Cyber R Platf
@ Delivery model: Online, Onsite yber Range Flatiorms
[
@ Target audience: Small Enterprises, Students :
& Delivery model: Online, MOOCs o ® Online Courses

G Target audience: Students, Traditional C
i+ Delivery model: Phisical or online (EGIHONEEEORISES
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[x1)? Positioning Analysis

CYBERWISE™

BREADTH OF CAPACITY BUILDING

INTEGRATED
TRAINING:
4D REALITY,
CAMPUSES
LABORATORY
ROOM.

+

CYBER RANGE
RECOGNIZED
CERTIFIGATION+

Airbus Cyber Range
C2TECH HNS PLATFORM
® L ] JBS CYBER RANGE

COURSES +
SIMOC

SILENSEC
ILENSEC emiT
CLOUD RANGE
CYWARIA
@ CHECK POINT yyysecTEC

ROCHESTON CR

IBM X FORCE

AT

ACRE MANTECH

1sco Palo Alto network

[
®

IXIA CYBERBIT

CYBERWISER.eu

Cyber Range & Capacity Builging in Cy

CYBER RANGE KYPo @ CIBERCIRCLE
VIRGINIA CYBER RANGE MONTIMAGE . OPEN CYBER
® “itdes ® oricinerrects @ @ CYBERCENTS CXOTEn
BALTIMORE CYBER RANGE CYRIN N CIRRERRANCE o
- £ MN CYBER RANGE SINGTEL ® MINSAIT
@ ® ® @ circavence @ @ INNOVATIVE
PERFORMANCE = INNOVATION TOOLS GAMIFICATION & RISK + AUTOMATIC APPROACH
EVALUATION FOR VULNERABILITES BASED GENERATION
DETECTIONS TOOLS SCENARIOS
CMD+CTRL
CYBER RANGE .
CYBER RANGE TRAINING
*
ISA/IEC 2::;:‘5 ® center
SANS ~ o . -
. . HACKLABS COURSES CYBRARY ROCHESTON ACCREDITATION INSTITUTE
+ g @ PENTESTER
ACADEMY
. . University Of Washington-Seattle Universily Of Maryland-College Park
George Mason University University Of Pittsburgh ¥ 5 x
@ =) TRAD. (o} 1 Georgia Institute Of Technology
COURSES ® Purdue University ®
+ ®

Orange '] = North American Platform
Greenl | = Rest of the World Platform
Blu = European Platform

Innovative approach including risk-based tools and automatic

generation of scenarios is the new frontier of training

CYBERWISER.eu
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