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What is Phishing and how it works
Phishing Attack - cyber range exercise

LEARN MORE
Cyberwiser.eu

o2

16:00 - 16:10 ; Open Pilot Opportunities — Lorenzo Palai (AON)

@ 16:10 —16:30 ; One-minute pitches from our Pilot Owners - Who you are and your expectations — Interaction with
the Audience

16:30 - 16:35 ; A Walkthrough the CYBERWISER.eu Platform - Antonio Alvarez Romero (ATOS)
16:35 - 16:40 ; Introduction to Phishing - Vasileios Fotis (RHEA)

16:40 - 16:55 ; Phishing exercise - Vasileios Fotis (RHEA)

16:55 - 17:00 ; Q&A from the Pilot Owners
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17:00 — 17:05 ; Closing remark and open pilot reminder — Lorenzo Palai (AON)
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CYBERWISER.eu

H
[ CYBERWISER.eu, in a nutshell

© An H2020 Innovation Action aiming to become the
EU’s reference, authoritative, independent
cyber range platform for professional training.

® From September 2018 through February 2021.

@ Featuring an open pilot stream, for you to get to use
the CYBERWISER.eu platform (for free!) — pre-book
your own pilot at

https://cyberwiser.eu/content/open-pilot-stream
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Who is online?

@ 01- Organisation Type

_Academia / Research 35.90%

Small and Medium Enterprise 20.51%__

—""NT Consultancy / Development 17.95%
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Who is online?

02 - Professional Role

1 1 1 1
: 3 13

Advisor / Chief Chief Head of  Information IT Specialist Other Professor
Consultant  Executive Security  Information / Security Risk / IT Architect
officer (CEQ) Officer (CSO)  Cyber Manager
Security
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Who is online?

@ 03 - Country
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Who is online?

04 - Gender Balance

Male 61.54%\
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& Helping to increase
cybersecurity skill levels for
technical and non-technical
staff

& Customisable

@ Open to any European
organisation at no cost apart
from investment in time and
resources

CYBERWISER.eu Open Pilot Scheme
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Raffineria di Milazzo University of Cluj Napoca University of Milan
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www.cyberwiser.eu/content/cyberwisereu-open-pilot-scheme
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& What

information we
need from you:
the specs for
your pilot

Phishing Webinar — 19 November 2020

Jser requirements

Requirement Needed from Pilot

Input Example

MNotes

Legal Entity Involved in the Pilot

ACMIE Inc.

Pilot Owner (Name & Role)

John Smith, CTO

Deputy Pilot Owner (Name & Role)

Jlohn Doe

MName of the Pilot

Training of ACME's Cybersecurity
Team

Desired starting date January 2020
Desired latest completion date July 2020
Mumber of resources to be trained 16

Profile of the resources to be trained

15 IT Senior + 1 Middle Management

Learning Path Chosen

Advanced

The basic and
advanced paths are
going to be
illustrated during the
workshop

Desired competences for the trainees

Practical tools for detection vs
protection

Moaore info on what is
going to be available
in CYBERWISER.eu
will be discussed in
the presentation
from
CYBERWISER.eu

Macro-description of the company IT infrastructure

to be replicated within the pilot

Any specific needs related to your business you
want to flag for your own pilot

Any other expectation/wishful thinking

— www.cyberwiser.eu - @cyberwiser




£ Step 2: Enrollment of pilot users &

Ew!R scheduling of the pilot

(ENCYBERWISER.eu

& Give us the list of the trainees to be
registered S

& We will prepare your workspace

O Group details
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Fig.1 How to access the Platform 1 —
|

Fig.2 Workspace
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[*)? Step 3: Piloting
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& After the registration, we will define the overall
schedule for the training courses

(Learning Path = Online + webinars + classrooms +
cyber range tests + assessment test)

Step 1 Step 2
1 ‘ I

Courseware 1 » Test on Courseware 1 Video 1 1

Cyber Range Exercise }( Step 3

Final assessmen t &

Issuing of the Diploma

Final Step Step N+1 Step N
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Step 4: After the courses completion

@You will have acquired highly-demanded
cybersecurity skills

®You will be ready to promptly and adequately react to
cyber incidents, if you are targeted by cyber crime

@®But don’t forget that cyber resilience is a journey, not
a destination

@ You will always have to keep learning and evolving your
cybersecurity abilities. Cyber criminals keep forever
challenging us with new types of attacks

@Advanced users will be inserted in the Cybersecurity
Professional Register (CyPR) www.cyberwiser.eu/cypr
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CYBERWISER.eu

1. Apply to become a CYBERWISER.eu Open Pilot

Go to https://cyberwiser.eu/content/open-pilot-stream

2. View our post-webinar online report

Access the presentations & recording

3. Join our community

Follow us on Twitter (@cyberwiser) and LinkedIn
(linkedin.com/company/42312614)

Subscribe to our Newsletter
(https://www.cyberwiser.eu/newsletter-subscription)
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