AWARENESS OF
PHISHING SCENARIO




PHISHING
DEFINITION
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Definition

e Acquisition of confidential data
* Persuade to provide sensitive data

e Access account information and
results in:
» identity theft

> financial loss

* Uses Social Engineering
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Social engineering

> What is it?

Exploiting the generally trusting nature of people

e Vishing
e Pharming

. e Communication Spoofing
Ofﬂ Ine e Tailgating

e Dumpster diving
e Shoulder surfing

Bulk phishing (aka phishing)

On||ne Spear phishing

Whale phishing (whaling)

CYBER



Social engineering
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Social engineering
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Social engineering
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Social engineering

o

PHISHING

The use of email ‘“lures’ to try
and entice unsuspectmg victims
to disclose private information
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SPEARPHISHING WHALING

A highly targeted phishing attack A spear phishing attack focused on
targeting a specific group of ‘bigger fish' such as high ranking
individuals or organization public or executive figures

CYBER



Categories of phishing

Frome  VISA To:  Seve Palm
Subject: Bitling Inforrnation cc

VISA — Sieiiv oeo

/ GENERIC SALUTATION

Dear Visa customer, UNPROFESSIONAL MANNER

Bulk phishing (aka Phishing)

* Sending emails
purporting to be from
reputable sources

This email is to inform you of a recent updatgafe madeyto our systems,
To avoid service interruption we requirg#fat you confirm
your account as soon as possible.

° G enera | attac k: |t | S Please take a moment to confirm your account by going to the following address:
| I ke S p am ema i |’ sent http ://visa-secure.com/personal/secure_with_visa/ Eggme:gg%ga
to 3 Ia rge pOOI Of Follow these steps:
people y o your sccou b licing e lnkabove.  {ENA ACTON
3: Your account will then be updated, you may contin%ng your visa without any in

*** Please note: If you FAIL to update your visa card, it will be temporarily disabled.

We apologize for any inconvenience this may cause.
The visa team is working hard to bring you the best services on the web.

CYBER
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Categories of phishing

Spear Phishing

* sending emails
ostensibly from a
known or trusted
sender to targeted
individuals

* Specific Attack: sent
from a person who we
know in order to make
the email more
trustful

Anatomy of a spearphlshmg attack

Hacker makes a list

of key personnel & |
inthe or anlsatlon SR B
having the
confidential , )
data he ik

Hacker
crafts an
e-mail
malware

W|th an attachment most likely
to pique the interest of the
targeted employee.

The malware is released into

his computer and it starts
e-mailing copies of all documents
and other data on it to the hacker.

He looks
upthe
mployees
on acebook
and oltherd
social media —=
to glean their (@
interests.

Targeted employee gets
othe e-mail and clicks

on the (=
attachment | :
because it’s 8
a subject ! )

matter that \&=g=
is of interest~_

0 Hacker, who may

be in another
country, receives
the stolen
information.

@The Star Graphics
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Categories of phishing

Whale phishing (Whaling)

* Sending email to
wealthy, powerful, or
I HAVE A

i i VI NELW HOBBY.
prominent individuals. |EENSEyEEM

Dear Customer,

I SEND FAKE BANKING
E-MAILS TO GULLIBLE
EXECUTIVES. THEN I
FIND OUT THEIR

FINANCIAL INFOR -
MATION AND USE l |
$

This is vour bank. We forgot your
social secunity number and password
Why don’t vou send them to us so

W¢e can proiect your /\/—\

money LOOKS \‘)

Sincerely, LEGIT)
e

l. B. Banker 2

IT TO STEAL THE
MONEY THEY DON'T )
DESERVE. | _——

* Specific Attack:
addressed to people
by whom it is possible
take greater
advantages because
of their hierarchy
position

8505 02005 Scon Adams, Inc./Dist. by UFS, In¢
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PHISHING ATTACK
KILL CHAIN



Main stages of the phishing attack

e Specific
reque‘st with a Users enter
deadline 34 personal

¢ Website to Malicious information fill
visit website out in Websites

perfectly imitated

® Receive an
email
(phishing,
spear
phishing,
whaling)

¢ Trusted sender

EZENE gl © ldentity theft

uses * Free access
information and

gained operations

#2 Call to
action

#1 Social
engineering

e Attachment to
download

15 CYBER
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Importance of social engineering in a phishing attack

Enhance effectiveness of
the attack itself by
undertaking  advantage
from

Humans are more
likely to comply with
a request under
certain
circumstances

v human weak behaviours
v' habits

v’ believes

CYBER



PHISHING IS STILL
50 POPULAR



Who is using phishing and the
need to use it
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Impersonating S
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* Malware L ;
* Botnet
* Spam
18 * Information leakage

* Data breaches



Phishing increasingly threat

» Employees have not enough awareness

.t . e

-> Attacks based on social engineering

-> Only one person necessary to have a successful attack

» Sophisticated and targeted attacks

Harder to detect
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Latest statistics (2019-2020)

» Business processed are targeted

d76% of businesses have reported
being a victim of a phishing attack

[ 33% of breaches included social

attacks

1 29% of breaches involved use of
stolen credentials (Symantec)

J 94% of malware was delivered via
email (Verizon Data)
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Anti-fog, anti-PM2.5, anti-poll, anti-dust, trend, anti-road violence mask

I—a te St P h i S h i n g Tre n d S O Coronavirus Mask <Contact@accutrelyacept.top>

» Criminals use COVID19 phishing \/ )
emails. OXYBREATH PRO

Discover the Highly Effective Anti-Pollution Clean Air
Breathing Mask

WHO reported that at the beginning of
the pandemic everyone got spoofed

» Hackers hiding behind file sharing
services: phishing emails
impersonating Microsoft SharePoint

and OneDirive.

21



CYBERWISER HANDS-
ON SCENARIO



Phishing attack exercise

Pierre Morris

Mary Evans

Web Srv(w_mn_n_gm\ N —_— i S S S

10.192.0.0/11 Gateway 10.12.12.0/24 Sarah Hills

William Reily

Henry White

Attacker(10.192.0.2) Trainer

Management Layer, 7 element(s)

m_/.g

M.Broker Cyber-Agent P.Evaluator
External Management Network

2 ®

Woaorkstation Server
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User actions to identify Phishing indicators

Verify the sender’s address
Verify the recipient’s address

Hover over the link

Sent: Thu, 14

I NEED YOUR HELP

o =

Don’t trust a company you don’t do business
with

bnlit <dyh177@private.bnl.it>
ven 11/01/2019 13:47

Utente corrente

my ATOoOLsi 6. Don’t click on any links

2

Notice grammatical error

Don’t open any attachments

Gentile Cliente, cons88@hotmail.it

Ti informiamo che avete il diritto a ricevere un rimborso BNL da noi per un importo di
43,00 € & disponibile online.

ACCEDI AL SERVIZIO : https://online.bnl.it
llogin?ssl=aggiornare?id=cons88@hotmail.it

CYBER



ldentify Phishing indicators

[ Purchase Subscription.] - Order Received 12 January 2019 [ Status Paid ] 24.2735122. [FWD]
. V4
app-store. <n0-replyberusahasampai9311.05@tetap-se N
P Y Verify the sender’s address

Dear Customers

Verify the recipient’s address

make a payment via the iTunes
This is the details of your activity:

ltem Adobe Photoshop Express:Editor
Device ‘iPhone 5

B Ao Hover over the link

Amount

IP Addr 252.116.202.237

Location ‘Falkland Islands (Malvinas)

Browser Mogzilla/5.0 (iPhone; CPU iPhone OS
11_0 like Mac OS X)

Don’t trust a company you don’t do business

If you did not autharize this purchase, ase Report this
Problem and make

.
Pay icellation W I t h

‘You have 24 ho o cancel the order, We will not accept
our order if it

ApplelD | Support | Privacy Policy O O
) 018 Apple Inc. 1 Infinite Loop, Cupertina, CA Ot I C e g ra I I l I I I at I C a e r ro r
95014, United States All Rights Reserved

Thank you u5pzJ2PD7FcIuWaMOWY...@downlakda. publicvm.com tramite ubti

ame ~

Don’t click link
Perché questo messaggio si trova nella cartella Spam? In passato, molti messaggi provenienti i i om sono stati identificati come spam. O t C I C O n a n y I S

7. Don’t open any attachments

Please confirm your Unsubscribe

To confirm your Unsubscribe, please or on the link below.

Thank you!

25 CYBER



ldentify Phishing indicators

https://www.google.com/#btni=axilkue57|c35crulss09id33h5924y417k3vyindqle2

55ydj8fz11qwf2a862hi8yvj0l7ye8vf7nbmy8pag857i2ni4a31r5t80alx1mvbl5140751d

c35f5q7|02576§;7k66|w2pv6rh8mpsSmewxMenmolfk99x4239b53384roa9|w39th . )
12pep081970g68875135u60c485f48c671360fat254uxa06629g802gea54846f63uk71 V fy h d d d
cbuOkfSI46hmzdjm7c02221956g50§6{Syz0cxbj97821120t0m 153w 7keubw78mjewg554 e rl t e Se n e r S a re S S
207bsn199862k23711t57903)2j5fw7043510603np8rjz22q0580hieSn909122hy2buv3o?

t3w881limwelo10zr4fmdfn327k6558289i82209ntyg99669538t2ebIrx9v68aqz21076

oI IVO e TH WP J A OO SV AT ISO G0y Verify the recipient’s address

4fyamov243wusfwSn0Oxlal4zimncvsh6p0g280788v7wmbip867f96rax9a5fogp0iSs4
6021w66m0325yI3m769vtem7tg&q=sgjjhcmoca

Hover over the link

<Imchavez@student.sisd.net>

Don’t trust a company you don’t do business
with

Good afternoon, andremigliore.

«We are upset, but Your application not took into account..»

From this website You NEVER such a notice DO NOT DISPLAY g N Ot i Ce g ra m m a t i Ca | e r ro r

G

FROM this website You will accept only joyful messages. For example, like these ones: DO n ’t CI iC k O n a ny | i n kS

- accrued funds prepared by for cashing out D O n ’t O p e n a ny atta C h m e nts

5

Your notification will come already after a couple of hours. So — everyday.

Becky Berrington

Your personal colleague

CYBER



ldentify Phishing indicators

I: RICHIESTA PAGAMENTO IVA FATTURA

Questo messaggio & stato identificato come indesiderato.

Verify the sender’s address

notariato.i
nte; stelver81@hotmail.it g

Verify the recipient’s address
B FTOE)B RICHIESTA AVVISO Co...

Hover over the link

Buongiorno,
Alleghiamo ordine di acquisto

A

Don’t trust a company you don’t do business
e with

Re: [Aktivitat fiir Benachrichtigungen zu Benachrichtigungen] [Statusbenachrichtigung benachrich...

o

Notice grammatical error
6. Don’t click on any links

7. Don’t open any attachments

Apple Manage LTD

27 CYBER
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User actions evaluation on handling an email

e Open anemail: +1

e Open a or an In a email: +1
e Reporta email to the SOC: +1

e Delete of a email: +1

e Open a or an In a email: -1
e Reporta email to the SOC: -1

e Delete of a email: -1

CYBER
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User Performance evaluation tool

Flags X |+

“— C @ ® 10.254.0.5:900¢

@ WISER .cu

Cyber Range & Capacity Building in Cybersecurity

Performance Evaluator , . . o
Morris Evans Hills Reilly White

8 Right Actions 4 Wrong Actions Your current score is: 0.5 out of 5

Name Open Clicked Reported
IT1 PHISHING False False False
IT2 PHISHING True True False
IT3_PHISHING False False False
IT4 PHISHING True False False

OT1 PHISHING False False False

Evaluation Pierre Mary Sarah William Henry

CYBER
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Economic Risk evaluation

Risk Status Quantitative

Threat:

WRP11-R1:

Target Machine

Risk WRP11-R

Risk WRP11-R

Overall risk status:

0 EUR

18 EUR

WRP11: Phising

Hacker gains access

| Loss: 91.17

Typical L 08.49 EUR =

Typical Loss: 308.49 EUR ~

I Lo:

CYBER



Phishing attack exercise

 |dentify phishing indicators in an email.

phishing from legitimate emails.

* Understand the right actions to be taken when
receiving a phishing email.

* Understand the importance of having training on
topics.
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Exercise presentation
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