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Executive Summary 
D6.4 Communication and Stakeholder Plan, 2nd Iteration Version is the second of 3 versions of the plan for 

communication, dissemination and stakeholder engagement activities of the CYBERWISER.eu, under Work 

Package (WP)6 (“Communication, community development, policy & go-to-market”). This updated plan refers 

to the period March 2020 – February 2021.  

As per Technical Review’s recommendation, the document revises the stakeholder groupings which are 

targeted in terms of the CYBERWISER.eu overall strategy and specific activities. In particular, we have re-

defined both the primary and secondary stakeholders, outlining common characteristics and cyber training 

needs, drawing on the full-scale pilots and the open pilots recruited to date. For each stakeholder grouping, 

we have assigned a certain effort. We have also mapped the members of the CYBERWISER.eu Stakeholder 

Engagement Board (SEB) in terms of their stakeholder representation and fields of expertise. 

The plan is pragmatically organised in a breakdown of specific activities, channels and monitoring elements 

which form the basis for setting future targets as CYBERWISER.eu increasingly approaches market rollout. 

Finally, a summary of the activities conducted in the first 18 months of the project is provided. Some preliminary 

conclusions complete the document, highlighting the good collaboration registered so far among all project 

partners to commit to a shared communication and engagement plan. 

D6.4 also covers “MS23 Mid-term assessment of communication and impact results” (M18). 

 

 



 

Project Number: 786668  

D6.4 “Communication & Stakeholder Plan, 2nd 
Iteration Version  

 

www.cyberwiser.eu - @cyberwiser        page 6 of 51 

1. Introduction 
1.1 Purpose 

D6.4, Communication Plan, 2nd Iteration Version, follows the first version, D6.1 (Communication and 

Stakeholder Plan; December 2018 [5]). As such, it falls under the remit of WP6 – Communication, 

community development, policy & go-to-market, which is articulated in four tasks: 

• T6.1 - Communication, stakeholder engagement & outreach.  

• T6.2 - Market watch, concertation & Policy activities. 

• T6.3 - Exploitation and go-to-market strategy. 

• T6.4 - Sustainability Path.  

The purpose of the document is to review and update D6.1, in line with: 1) project progress and technical 

advances, including relevant feedback from the Stakeholder Expert Board (SEB); 2) review 

recommendations, such as redefining and re-scoping primary and secondary stakeholders.  

To this end, D6.4 updates the CYBERWISER.eu overall value proposition, communication and stakeholder 

engagement goals, with a section on the training services as currently defined. Primary stakeholders have 

been grouped in terms of a core set of primary stakeholders, spanning institutions of higher education 

(IHE), SMEs and mid-caps, large enterprises and operators of critical infrastructures, public-sector 

organisations. Experiences gained with the full-scale and open pilots recruited so far feeds into definition 

of the training and knowledge needs of these targeted groups. 

Secondary stakeholder groupings place stronger emphasis on associations as multipliers for reaching the 

primary targets, synergies with peer projects (e.g. the competence pilots) and cyberwatching.eu, as well as 

policy makers, spanning the EC and ECSO. 

The Communication Strategy covers samples of core messaging and outlines the channels used to 

communicate and engage with stakeholders. The approach for dissemination of results includes both 

scientific papers and project-based publications (e.g. Guidelines on Cybersecurity Training across EU 

under T6.2), as well as the Final Workshop as a showcase of the impacts achieved.  

D6.4 reports on the achievements for the period November 2018 to February 2020. The planning covers 

the period from March 2020 to February 2021. Impacts from CYBERWISER.eu communications, go-to-

market, dissemination and policy will be reported in the final deliverable in the series: D6.7, Communication 

Plan, third and final iteration version due in January 2021 (M29).  

Finally, D6.4 covers milestone 23, Mid-term assessment of communication impact results.  

1.2 Structure of the document 
The rest of this document is structured as follows:  

• Section 2: defines the strategy for communication, dissemination and go-to-market, with an 

overview of the KPIs used to monitor quantitative impacts. 

• Section 3: summarises the CYBERWISER.eu training services, around which the strategy 

revolves.  

• Section 4: details the stakeholders targeted for CYBERWISWER.eu training services and other 

outputs, including members of the project’s Stakeholder Expert Board (SEB).  

• Section 5: sets out the actual plan that CYBERWISER.eu will be putting in place in the March 2020 

to February 2021 timeframe, including a section on achievements to date. 

• Section 6: draws the main conclusions and summarises the next steps. 
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1.3 Glossary of Acronyms 
Acronym Description 

CERT(s) Computer Emergency Response Team(s) 

CII Critical Infrastructures 

CIISec Chartered Institute of Information Security 

CISO(s) Chief Information Security Officer(s) 

CyPR Cybersecurity Professional Register 

cPPP Cybersecurity Public Private Partnership 

CSA Coordination and Support Action 

CSIRT(s) Computer Security Incident Response Team(s) 

ECSO European Cyber Security Organisation 

EU Europe/European 

FE Further Education 

FIC International Cybersecurity Forum 

FSP Full-Scale Pilot 

GA Grant Agreement 

HE Higher Education 

IHE Institution of Higher Education 

KPI(s) Key Performance Indicator(s) 

LEs Large enterprises 

MRLs Market Readiness Levels 

MTRL Market and Technology Readiness Level 

R&I Research and Innovation 

SEB Stakeholders Expert Board 

SEO Search Engine Optimisation 

SMART Specific, Measurable, Achievable, Realistic, Timely and Targeted 

SME Small- and Medium-sized Enterprises 

SOC Security Operations Center Computing 

WP WorkPackage 

Table 1: Table of acronyms 
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2. Strategy 
2.1 CYBERWISER.eu value proposition  
CYBERWISER.eu delivers a flexible, risk-centric, capacity building platform, combining a theoretical and 

practical approach to cybersecurity with innovative features including a cutting-edge cyber range. 

CYBERWISER.eu facilitates customisable training pathways in cybersecurity to fit a broad range of needs 

and capacity building targets. 

Innovations include real-time risk assessment of the simulated infrastructure, possibility of defining 

automatically-occurring events in the scenario, as captured in D2.5, Platform Design, final version [3]. Here 

we focus on the overall value proposition of the project as a first introduction to people outside the 

consortium.  

Cybersecurity is vital to ensure that everyone benefits from our increasingly digital economies and societies. 
However, cyber threats are growing both in number and sophistication, with a rapidly growing need for well-
trained cybersecurity professionals. Yet supply is not meeting demand for skilled professionals in this field. 
This reflects a shortage of cybersecurity professionals worldwide, which is estimated to be three million.  

While the provision of training and educational courses is increasing, it is not sufficiently available to fi ll 
entry-level cybersecurity vacancies in the market, both in terms of non-technical preparation (soft skills) 
and technical training for specialist cyber security positions. On top of this, IT teams are overwhelmed by 
the sheer number of threats and issues they have to deal with on a daily basis.  

This is where CYBERWISER.eu comes into play.  

CYBERWISER.eu is working towards becoming one of most advanced cyber range platforms in the world 
from both a technology and content point of view so organisations and individuals can sharpen their skills 
against cyber-attacks.  

CYBERWISER.eu is a risk-centric training platform that is customisable for specific roles and skills, from 
juniors like threat and vulnerability analysts all the way up to information security risk manager and CISOs 
can all benefit from using it.  

As such, it is ideal for any organisation reliant on IT systems to ensure there are no interruptions to business 
operations or services and that reputational and financial damage is kept to a minimum. 

The CYBERWISER.eu integrated cyber-range platform comes with highly innovative risk models and tools 
as a flexible and versatile product applicable to a broad range of training courses. The reasoning behind 
the red team trainings is that building better attacks leads to better defence, by enabling rapid response, 
creating a protection shield, and reducing the overall attack surface. Users of the platform belong to one of 
five teams, honing their cybersecurity skills, where the cyber-offensive team looks for vulnerabilities that 
have a value for the attacker and cause disruptions to the IT system, devices and networks, potentially 
causing significant economic impacts.  

 

Figure 1: Cyber-attack and defence teams in CYBERWISER.eu 
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2.2 Overarching Goals 
The CYBERWISER.eu Communication and Stakeholder Engagement Plan underpins a multi-tiered 

exploitation plan:  

• Joint Exploitation with a view to sustaining the CYBERWISER.eu Platform by extending uptake 

of the pilots paying for services after the project lifecycle based on different business models. The 

viable route to market will be set out in a joint business and exploitation plan.  

• Individual Partner Plans aligned with each organisation’s business and research strategy with a 

view to improving business portfolios, institutional research programmes and educational services. 

• Exploitation of Pilots: promoting the cyber training needs, drivers and benefits as part of the go-

to-market strategy. The ultimate goal is to help recruit new customers as part of the sustainability 

path for CYBERWISER.eu by showcasing success stories across different user bases. 

These exploitation plans will be complemented by a commercialisation strategy and diverse business 

models tailored to the different income streams typical of educational institutions compared with other 

customers.  

The overarching goal of the Communication and Stakeholder Plan is to implement integrated 30-month 

iterative roadmaps setting out activities, such as the evolving communication kit with its diverse formats 

and tailored stakeholder messages, as well as actions for building the network on top of the achievements 

of WISER to ensure full coverage of the targeted stakeholders. All actions are KPI driven to track impacts 

over time.  

Promotional and marketing campaigns are all based on the specific, measurable, achievable, realistic, 

timed and timely (SMART) approach with a clear start and end dates so impacts can be tracked and 

compared over time, helping to gauge interest and stakeholder actions. Stakeholder engagement also 

covers synergies with peer projects, for example, through cyberwatching.eu and its concertation meeting, 

as well as the EU Cybersecurity Competence Pilots.  

The communications plan combines templates and guidelines for technical partners with a SMART 

communications kit, including a Search Engine Optimisation (SEO)-based web platform, light-reading 

content, videos, a clearly defined stakeholder engagement plan and demos showing CYBERWISER.eu in 

action. 

To ensure a content-rich approach, the CYBERWISER.eu team carries out regular desk research on the 

threat landscape, policy priorities at national and EU levels, as well as on trends in terms of technology and 

capacity-building, feeding into the Technology Watch and Skills Watch, including the important role of 

gender diversity in the field. To this end, CYBERWISER.eu brings in key insights from its Stakeholder 

Engagement Board, with whom it interacts through quarterly phone calls and three face-to-face meetings.  

Examples of desk research feeding into the gap analysis and Skills Watch 

• National strategies and reports, e.g. UK government cyber security skills strategy1 and report on 

cyber security skills labour market2. 

• National initiatives, including private schemes, e.g. in Ireland to support the participation of women 

in cybersecurity3.  

• Initiatives led/coordinated by ECSO, e.g. Youth4Cyber and Women4Cyber4. 

 

1 https://www.gov.uk/government/publications/cyber-security-skills-strategy. 
2https://www.ipsos.com/sites/default/files/ct/publication/documents/2019-
01/understanding_the_uk_cyber_security_skills_labour_market.pdf.  
3 https://www.siliconrepublic.com/careers/migrant-women-cybersecurity-cyber4women.  
4 https://ecs-org.eu/working-groups/wg5-education-awareness-training-cyber-ranges.  

https://www.gov.uk/government/publications/cyber-security-skills-strategy
https://www.ipsos.com/sites/default/files/ct/publication/documents/2019-01/understanding_the_uk_cyber_security_skills_labour_market.pdf
https://www.ipsos.com/sites/default/files/ct/publication/documents/2019-01/understanding_the_uk_cyber_security_skills_labour_market.pdf
https://www.siliconrepublic.com/careers/migrant-women-cybersecurity-cyber4women
https://ecs-org.eu/working-groups/wg5-education-awareness-training-cyber-ranges
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• Skills shortages, e.g. in the public sector5. 

Impacts are monitored through both quantitative KPIs and qualitative metrics, as described in Section 2.5 

below. 

2.3 Communication Goals 
• Implementing the communications strategy, spanning content creation and curation, event 

reports and takeaways, core messages for the community across diverse formats (e.g. web, 

promotional and marketing material, social media and professional networks), opportunities 

to become part of CYBERWISER.eu. 

• Ensuring content-rich updates to the online Technology and Skills Watch so stakeholders 

are kept up to speed on key developments, national and EU policy measures while helping 

to position CYBERWISER.eu in the landscape. 

• Carrying out SMART campaigns on major project updates and outputs, using in-house 

banners for promotion across LinkedIn, twitter, and other channels. Impact monitoring takes 

place and during and after each campaign (e.g. number of views on LinkedIn, Twitter 

impacts).  

• Open Pilot campaigns spanning core messaging on the need and value of cybersecurity 

training and how to apply and submit requirements, with a dedicated section on the website, 

e.g. https://www.cyberwiser.eu/content/open-pilot-scheme.  

• Disseminating technical results through peer-reviewed journals at scientific venues, sharing 

expert and policy insights through white papers and guidelines (See Section 4.2.3 ), including 

the skills tracker, as a new tool on cyber capacity building in Europe. 

2.4 Stakeholder Engagement Goals 
• Pursuing a multi-stakeholder engagement strategy through community building, event 

organisation and participation, webinars and members of the Stakeholder Engagement 

Board (SEB) and profiling the community.  

• Organising four Open Pilot Workshops to recruit users of CYBERWISER.eu. These practical, 

hands-on events show interested organisations the benefits of the training platform and cyber 

range, show them how to come to board by defining their specific requirements and the next 

steps involved.  

• Hosting hackathons and training sessions for students at various levels in their careers, 

collecting feedback and testimonials.  

• Scouting the landscape for relevant events (e.g. conferences, exhibitions/trade shows, 

workshops, webinars) to showcase CYBERWISER.eu and promote opportunities for uptake 

to targeted stakeholders.  

• Operating a Stakeholder Engagement Board (SEB) to collect feedback on the technical 

developments and innovations of CYBERWISER.eu and define concrete steps to optimise 

stakeholder engagement. The SEB includes both virtual and F2F meetings.  

• Pursuing synergies with peer projects, such as the EU competence centres, and the 

Coordination and Support Action (CSA), cyberwatching.eu, on complementary results and 

their impacts. Interactions with CSA on concertation activities, contributing updated 

 

5 https://www.fifthdomain.com/opinion/2019/08/16/closing-the-talent-gap-for-public-sector-cybersecurity/. 

https://www.cyberwiser.eu/content/open-pilot-scheme
https://www.fifthdomain.com/opinion/2019/08/16/closing-the-talent-gap-for-public-sector-cybersecurity/
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CYBERWISER.eu dedicated pages and planning inputs to the Marketplace as the 

CYBERWISER.eu service offer matures.  

• Ensuring regular engagement and stakeholder recruitment through professional networks.  

2.5 Communication and Dissemination KPIs 
The impact of the activities performed are measured through a core set of key performance indicators 

(KPIs) wherever they are quantifiable. A continuous activity of monitoring is carried on by Trust-IT as WP6 

leader and shared with all partners regularly. 

The table below shows the end of project targets and the status at M18, as well as a set of qualitative 

measure to define the impact and assessment of each KPI in the future lifetime of the project.  

A more detailed breakdown of activities is provided in Section 5.4 

Element  Description  KPIs 6 M18 status 

Workshops 3 CYBERWISER.eu 
Achievements Workshop” 
plus 1 Final 
CYBERWISER.eu 
Showcased Final Event – 
Oct 2020 in conjunction with 
the EU Cybersecurity month. 

4 co-located workshops 2 Open Pilots 
workshops have 
been organised in 
M12 and M17 

Qualitative measure and 
assessment 

The Open Pilot workshops main aim is to 
increase the CYBERWISER.eu user base to 
create a solid base for its go-to-market strategy. 

As of now, the format proved to be successful 
with 18 organisations joining as Open Pilots. 

Two more workshop will be organised between 
M19 and M22, with a final event in M30. 

Hackathons To coincide with the 
workshops above. 

2 Hackathons N/A 

Qualitative measure and 
assessment 

Although no Hackathons have been organised, 
a preliminary version of the platform has been 
used in the context of Full Scale Pilot (FSP)#1 
by UNIPI with actual students in several 
occasions in real class scenarios. 

As technical development is still ongoing we 
foresee to be able to carry out Hackathons in 
the last phase of the project M25-M30 

Webinars Webinars will be organized 
to ensure cost-effective 
outreach, awareness raising 
and community member 
recruitment. 

6 Webinars  2 Webinars have 
been organised in 
M6 and M14 

Qualitative measure and 
assessment 

Webinars proved to be an important tool in 
expanding the reach of our community, 
disseminate project results, and provide a really 

 

6 As per the CYBERWISER.eu Grant Agreement. 
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Element  Description  KPIs 6 M18 status 

cost-effective channel of visibility for the 
project. 
 

Third webinar is already planned for M19 with 
others to follow. 

Synergies #1 Synergies/partnerships 
established with EU 
CERTs/CSIRTs/National 
Cyber Security Centres  

>10  N/A 

Qualitative measure and 
assessment 

As technical development is still ongoing, at the 
moment, CYBERWISER.eu has invested this 
effort in looking for more productive synergies 
for the time being. CYBERWISER.eu will 
concentrate this effort in the last phase of the 
project as concrete outputs might be better 
disseminated. 

Mktg campaigns  Marketing campaigns based 
on identified Market 
Readiness Levels (MRLs), 
spanning press releases, 
social media SMART 
campaigns, commercial 
conferences and trade fairs 

1 campaign in M1-10 
2 campaigns in M11-15 
4 campaigns in M16-30 
Min. 2 + 4 + 6 events in 
commercial settings over 
the 
same periods 

4 marketing 
campaigns have 
been produced 

Qualitative measure and 
assessment 

Marketing campaigns are (and will be) 
regularly carrying out as major results of the 
project become available (events, webinars, 
Platform releases etc.). 
We foresee to dedicate specific campaigns on 
the launch of the CYBERWISER.eu Platform. 

Synergies #2 Synergies established at 
national, EU or international 
levels to share new 
knowledge/promote 
standardisation.  

>5  6 synergies with 
EU funded 
projects have 
been established 

Qualitative measure and 
assessment 

With the technical development of the 
CYBERWISER.eu platform coming to 
completion, the main focus of these synergies 
will be shifted towards actual dissemination of 
results as well as increasing user adoption. 

Synergies with 
ECSO 

Transfer of research results 
and service offer to European 
Cyber Security Organisation 
(ECSO), especially WG4 – 
SMEs (Atos, Trust-IT)  

Presentations at annual 
meetings and inputs to 
relevant 
WGs  

N/A 

Qualitative measure and 
assessment 

CYBERWISER.eu has invested this effort in 
looking for more productive synergies for the 
time being. 
We do foresee participation to specific 
Working Groups such as WG5 “Education, 
awareness, training, cyber ranges” with the 
aim of increasing its visibility by presenting its 
Platform during specific WG meetings as well 
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Element  Description  KPIs 6 M18 status 

as presenting the “Guidelines for 
Cybersecurity Training Programme across 
EU”. 

Presentations/ 
Publications 

Dissemination of technical 
results through peer 
reviewed conferences and 
papers  

Min. 4 scientific 
conferences  

1 paper has been 
presented in 
scientific 
conference in 
M18 

Qualitative measure and 
assessment 

Peer reviewed presentations or publications 
will be selected based on alignment with event 
calendars and CYBERWISER.eu proven 
results/findings. 

SEO-based and 
service-oriented 
web platform 

N° of monthly visitors 

N° of clicks on training 
platform  

1000/month from M6 up to 
3000/month by M30 

500 in M12 up to 2000 by 
M30  

1.300 monthly 
visitors 

N/A 

Qualitative measure and 
assessment 

As technical development is still ongoing we 
foresee to increase visibility and users in M19-
M30 thanks to the Open Pilot stream and the 
organisations of events. 

Web-based Info 
Desk 

Awareness videos; light-
reading 
papers; essential guides; 
policy 
insights  

Min. 3 videos; quarterly 
papers; six-monthly 
guides; six-monthly 
insights  

3 videos have 
been produced 

Qualitative measure and 
assessment 

We foresee at least one more video as part of 
the Platform launch campaign. 

Guides, insights and articles will be produced 
as part of the new MarketWatch section of the 
website and to feed the production of the 
“Guidelines for Cybersecurity Training 
Programme across EU”. 

Promotional and 
Marketing Material, 
including banner 
adverts 

For events and web/social 
media 

announcements  

As required, mininimum 
one update each 6-
months 

10 different 
promotional 
materials have 
been produced 

Qualitative measure and 
assessment 

We foresee at least one update to the current 
promotional material to create a dedicated 
CYBERWISER.eu Marketing Package to be 
used by partners to promote the Platform. 

Newsletters Featuring project updates 
and 
insights 

Monthly from M3.  7 newsletters 
have been sent 

Qualitative measure and 
assessment 

We foresee to dedicate specific newsletters on 
the launch of the CYBERWISER.eu Platform as 
well as for events that will be organized. 

Press Releases Major project 
announcements and 
achievements  

Min. 6 over 30 months  3 press release 
have been 
produced 
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Element  Description  KPIs 6 M18 status 

Qualitative measure and 
assessment 

Press releases are (and will be) regularly 
produced as major results of the project 
become available (events, webinars, Platform 
releases etc.). 

Table 2: Communication and Dissemination KPIs 
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3. CYBERWISER.eu Training Services 
CYBERWISER.eu training services are delivered online through the website www.cyberwiser.eu, which 

constitutes the access point to the capacity building platform. 

Since the early stage of the project the Consortium agreed to define four different offering levels for the 

CYBERWISER.eu Platform, starting from a free of charge level as an entry point service (Primer), and then 

scaling up the CYBERWISER.eu Platform to address training material, scenarios and simulations of 

increasing complexity (Basic, Intermediate and Advanced, respectively).  

Each offering level provides training in cybersecurity by considering one or more parts of cyber-risk 

management in line with ISO 27005: 

• Cybersecurity and risk awareness. 

• Context establishment. 

• Cyber-risk assessment. 

• Cyber-risk treatment and cost/benefit analysis. 

A learning path covers specific topics, developed and delivered thanks to a mix of training material, slides, 

video-lessons, online tests and cyber range simulations, as well as different technical features of the 

CYBERWISER.eu platform as depicted in the figure below: 

 

Figure 2: Offering levels, learning path and technical features 

The full suite of CYBERWISER.eu Offering levels targets different stakeholders and professional roles and 

therefore require targeted communication and marketing activities, paving the way for the future go-to-
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market strategy. An overview of this concept is represented in the table below. The table compare the 

different CYERWISER.eu Offering Levels in terms of: 

• Feature and aim: summarising a high-level view of the overall content of the training material and 

the main technological features of each Offering Level.  

• Target audience: including the Primary Stakeholders targeted by each Offering Level. 

• Professional CIISec roles: including the professional roles targeted by each Offering Level 

according to the CIISec framework reported in D4.1 [4]. Note that from an Offering Level 

perspective, all selected roles for CYBERWISER.eu reported in D4.1 are relevant in all Offering 

Levels. However, the difference lies in the level of advancement in which the roles and their skills 

(as reported in D4.1[4]) are trained. 

• Specific roles from the open pilot stream: including more specific roles coming from our 

experience with the first batch of Open Pilots that we’re going to train and that can be linked to 

the overall roles in CIISec. 

 

Offering 
Level 

Features and aim Target audience Professional CIISec 
roles 

Specific roles 
from the Open 
Pilot stream 

PRIMER Basic knowledge of 
cybersecurity 
concepts 
 
Raising awareness 
about common 
cybersecurity risks  
 
No Cyber Range 
features 

SMEs 
Large enterprise 

Public sector 

Threat Analyst 
 
Vulnerability 
Assessment Analyst 

System & software 
Engineer 
 
Software 
developer 
 
Junior System 
Engineers 
 
Administrative staff 
 
Operational staff 

Table 3: PRIMER Offering Level, stakeholders and roles 
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Offering 
Level 

Features and aim Target audience Professional 
CIISec roles 

Specific roles 
from the Open 
Pilot stream 

BASIC Describing target of 
analysis 
 
Identifying and 
describing security 
assets 
 
Identifying and 
describing threat 
profiles and high-level 
risks 
 
Cyber-range training 
with simple, pre-
defined training 
scenarios 

SMEs 
Institutions of 
Higher Education 
and Research 
Centres 
 
Large enterprise 

Public sector 

Threat Analyst 
 
Vulnerability 
Assessment 
Analyst 
 
Information 
Security Risk 
Officer 

Database 
Administrator 
 
System & 
software 
Engineer 
 
Software 
developer 
 
IT Manager 
 
Senior Software 
Architect 
 
Undergraduates 
 
Associate 
professors 
 
Assistant 
teachers 

Table 4: BASIC Offering Level, stakeholders and roles 

 

Offering Level Features and aim Target audience Professional 
CIISec roles 

Specific roles 
from the Open 
Pilot stream 

INTERMEDIATE Cyber risk 
assessment 
 
Cyber-risk 
treatment  
 
Cost/benefit 
analysis 
 
Limited 
representativeness 
of infrastructure 
 
Intermediate suite 
of possible attacks 

Institutions of 
Higher Education 
and Research 
Centres 
Large enterprise 

Public sector 

Threat Analyst 
 
Vulnerability 
Assessment 
Analyst 
 
Information 
Security Risk 
Officer 
 
Information 
Security Risk 
Manager 
 
Head of 
Information/Cyber 
Security 

Database 
Administrator 
 
IT Manager 
 
Senior Software 
Architect 
 
Senior Network  
Architect & 
Management 
 
Business 
Information 
System 
Manager 
 
Post-graduates 
 
PhD students 
 
Post-docs 
 
Associate 
professors 

Table 5: INTERMEDIATE Offering Level, stakeholders and roles 
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Offering 
Level 

Features and aim Target audience Professional 
CIISec roles 

Specific roles 
from the Open 
Pilot stream 

ADVANCED Cyber risk assessment 
 
Cyber-risk treatment  
 
Cost/benefit analysis 
 
Extended 
representativeness of 
infrastructure 
 
Extended suite of 
possible attacks 

Institutions of 
Higher Education 
and Research 
Centres 
Large enterprise 

Public sector 

Threat Analyst 
 
Vulnerability 
Assessment 
Analyst 
 
Information 
Security Risk 
Officer 
 
Information 
Security Risk 
Manager 
 
Head of 
Information/Cyber 
Security 

Database 
Administrator 
 
IT Manager 
 
Senior 
Software 
Architect 
 
Senior Network 
Architect & 
Management 
Business 
Information  
 
System 
Manager 
 
SOC analyst 
 
Post-graduates 
 
PhD students 
 
Post-docs 
 
Associate 
professors 

Assistant 
teachers 

Table 6: ADVANCED Offering Level, stakeholders and roles 

It is understood that the details on the Offering Levels and their main training features will be further shaped 

up in the course on the period March 2020-February 2021, as the project developments will unfold, 

therefore the information above is to be considered as preliminary, although instrumental to delivering on 

the communication and dissemination strategy as defined in this plane.
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4. Primary and Secondary Stakeholders 
In the light of the 1st Review Report (01.09.2018-13.12.2019), CYBERWISER.eu has reviewed its stakeholder 

groups and taken steps to define a core set of targeted users. These primary stakeholders span cybersecurity 

students at institutions of higher education (IHEs) and early career professionals; SMEs and mid-caps; large 

enterprises and operators of critical infrastructures, and public-sector organisations.  

Secondary stakeholder groups mostly cover those associations and hubs that can help CYBERWISER.eu 

reach its primary targets by creating a “snowball” effect across their respective communities. Another important 

group is policy makers, spanning ECSO, ENISA, EU and national agencies, to whom CYBERWISER.eu will 

not only share its technological breakthroughs but also provide guidelines on cybersecurity training and 

capacity building across the EU. The third secondary group is peer projects and the cyberwatching.eu 

Coordination and Support Action, with the aim of pursuing joint dissemination and creating synergies around 

common stakeholders to maximise impacts with the resources available. 

4.1 Primary Stakeholders 

4.1.1 Cybersecurity students at IHEs and Early Career Professionals 
While the main target is cybersecurity students and early career professionals, CYBERWISER.eu also targets 

students (especially graduates and post-graduates) from other disciplines providing both theoretical and 

hands-on, practical training on different level, from awareness raising to more advanced technical skills. 

For each stakeholder we list in the tables below: 

• A simple description 

• The size of the stakeholder that we are targeting based on stakeholder’s already in CYBERWISER.eu 

community and potential new members coming from sources external to the CYBERWISER.eu 

community. 

• A sample of the stakeholder being part of the CYBERWISER.eu community 

• An outline of the engagement strategy to be carried out 

Description and Drivers for Stakeholder group: 
Cybersecurity students and early career professionals. 
Cross-disciplinary students and researchers at Further 
Education (FE) and Higher Education (HE) Institutions 

Current Community & Networks 

This stakeholder group will use CYBERWISER.eu in a 
twofold way: 

1- Training students as future cybersecurity 
professionals (e.g. undergraduates, post-graduates, 
PhD students, post-docs, professionals in training 
path) providing hands-on experience to deal with 
high-risk scenarios. 

Skilled cyber security specialists must apply a mix of 
artistry and technical expertise as they constantly 
need to be one step ahead of cyber criminals. 
Typical duties include: 

- building-in security during the development 
stages of software systems, networks and data 
centres;  

- looking for vulnerabilities and risks in hardware 
and software;  

- building firewalls into network infrastructures. 
 

89 Institutions of Higher Education and 
Research Centres/Institutes in the 
CYBERWISER.eu community. 

100s of universities/research institutes with an 
IT and network focus coming from partner’s 
networks. 
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Description and Drivers for Stakeholder group: 
Cybersecurity students and early career professionals. 
Cross-disciplinary students and researchers at Further 
Education (FE) and Higher Education (HE) Institutions 

Current Community & Networks 

2- Increasing awareness of future mid-management 
and high-management professionals with different 
levels of skills and know-how by leveraging on the 
various learning paths of the platform. 

A non-technical cyber security position involves tasks that do 
not require applying specific learned technical abilities. In a 
non-technical role, an understanding of some knowledge and 
concepts in cyber security is expected but individuals are not 
required to create, build-in and use software for their 
employer.  

Sample of 
community  

University of Milan, Technical University of Cluj Napoca, Universitat Politecnica de 
Catalunya, Vidzeme University of Applied Sciences, Scuola Superiore Sant'Anna 

Outline of 
Engagement 
strategy 

Leverage the Full-scale pilot at Pisa University to trace experiences of CYBERWISER.eu 
and benefits. The use of testimonials from training sessions and hackathons will help to 
convey benefits to a broader group of students and young professionals.  

Table 7: Students, Young Cyber professionals, FEs and HEs 

4.1.2 SMEs and Mid-caps 

Description and Drivers for Stakeholder 
group: SMEs and Mid-caps 

Current Community & Networks 

 

Non-technical staff can gain an understanding of 
basic knowledge and concepts, good practices 
(e.g. what to avoid/look out for in everyday tasks, 
such as fraudulent emails etc.) and ensuring they 
don’t create a weak link within the company.  

IT, network and cyber specialists that need a 
higher level of skills from analysing threats and 
vulnerabilities to responding to cyber-attacks and 
incidents.  

84 SMEs and Mid-caps in the CYBERWISER.eu 
community and 100+ in partner networks alongside links 
to SME associations. 

Sample of 
community  

3T Solutions srl, Bisdn GmbH, Brown-Iposs GmbH, Cumucore Oy, EICT GmbH, Fruuts 
GmbH, HOP Ubiquitous, ICV-Tech, IoTerop, MIRANTIS OpenStack Spain, Montimage, 
Nextworks, Telcaria, WINGS ICT, Worldsensing.  

Outline of 
Engagement 
strategy 

Tailor messaging and formats to resource-limited SMEs and mid-caps so they are clear about 
the amount of time and resources they need to commit to their potential usage of 
CYBERWISER.eu. Create synergies with SME associations to ensure widespread reach and 
participation in requirements-gathering events and activities, showing tailored support for 
SMEs.  

Table 8: SMEs and Mid-caps 

4.1.3 Large Enterprises and Operators of Critical Infrastructures  
 

Description and Drivers for Stakeholder group: Large 
enterprises (LEs) and critical infrastructures 

Current Community & Networks 

Large companies usually have stronger awareness of the 
need to protect their IT and IPR assets from cyber threats, 
but they also have different and more complex cybersecurity 
needs.  

43 Large enterprises in the CYBERWISER.eu 
community with an additional pool of over 250 
large companies from other consortium 
networks.  
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Description and Drivers for Stakeholder group: Large 
enterprises (LEs) and critical infrastructures 

Current Community & Networks 

In ICT based large companies, it is vital to guarantee 
efficiency, continuity and innovation.  

CYBERWISER.eu can help large enterprises with its cyber 
range platform that accurately simulates the behaviour of 
physical environments and legacy systems in such 
companies.  

Cyber Range and training can provide secure environment 
to simulate attacks and to permit incident response 
education, training and testing to SOC analysts. 

 

Sample of 
community  

Engineering, BMT Aerospace², Acronis, Siemens AG, Randstad Group Spa, Associação 
das Empresas de Transporte de Passageiros de Porto Alegre, DXC.technology 
Luxembourg, CA Technologies, BBVA, Schneider-electric systems s.r.o, Robert Bosch 
GmbH.  

Engagement 
strategy 

For critical infrastructures, leverage the full-scale pilots with EDP and Ferrovie dello Stato 
to convey key benefits of cyber training and use of advanced cyber range. This includes 
dedicated communication packages and testimonials. 

More generally, CYBERWISER.eu will ensure large companies are well aware of how 
cyber training can be tailored to their specific needs, drawing also on experiences of firms 
joining the Open Pilot.  

Table 9: Large Enterprises and Operators of Critical Infrastructures 

4.1.4 Public Sector Organisations 
 

Stakeholder group Description and approach Current Community & Networks  

Public sector organisations, from administrations and 
healthcare IT to public safety (e.g. first responders). 

Public sector organisations face increased pressure to 
recruit, train and retain security professionals with the 
necessary skills and expertise to protect their systems 
against cyber threats.  

CYBERWISER.eu can help Institutions within the public 
sector to protect their IT infrastructure through both its 
awareness campaigns and customisable training solutions.  
This can be the route to creating trained in-house teams of 
cybersecurity experts. 

32 organisations from Public sector in the 
CYBERWISER.eu community + min.  

300 organisations in consortium networks 

Sample of community 
members 

Fondazione Toscana (health). City councils of Barcelona, Bristol, Coventry, Lipor 
(PT), Lucca (IT), Sunderland, Turin. Public safety and defence: Austrian Red 
Cross, Finnish National Supply Agency, Police of the Netherlands; armed forces 
(Greece, Sweden).   

Engagement Strategy Tailor-made messages on how CYBERWISER.eu can support and benefit the 
public sector, helping not only to lower the significant skills gap but also ensure 
they have the exact right defence capabilities in a fast-evolving landscape. 

Leverage the networks accessible to CYBERWISER.eu, build on these networks 
through targeted recruitment.  

Create close links with relevant associations (See below).  

Table 10: Public Sector Organisations 
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4.2 Secondary Stakeholders  

4.2.1 Associations and Multipliers 
A key part of the CYBERWISER.eu stakeholder engagement plan is outreach and on-boarding a core set of 

associations representing secondary stakeholders. These are important allies of CYBERWISER.eu by relaying 

messages to their members, thereby creating a snowball effect.  

Fortunately, the project has at its fingertips a broad range of multipliers to tap into to help boost outreach to primary 

and secondary stakeholders and policy makers. 

The table below shows a sample of associations within the CYBERWISER.eu and partner networks.  

Sample of communities for Start-ups, SMEs, mid-caps and Tech Transfer 

Cap Digital, Digital SME Alliance, EIT Digital, European Business and Innovation Centres Network (EBN), 
Enterprise Europe Network (EEN), Enterprise Ireland, FIWARE Foundation, Innovate UK, INTEROP-VLAB, 
LINKS Foundation, Pan-European Network of Digital Innovation Hubs (DIHs), SMEs United. NetWorld2020 
SME WG (5G). Innovation Radar – DSM.  

Sample of connections across vertical industries) 

Automotive and transportation (rail, road, maritime): 5GAA, ACEA, AMETIC connected vehicle initiative, 
ERTICO, VDA (German Association of the Automotive Industry). UIC (International Railway Union), European 
Railway Agency, UNIFE, Shift2Rail (EC JU). IRU (road). IALA, ICOMIA (maritime). 
Energy & Utilities: European Utilities Telecom Council (EUTC), EDSO Smart Grid, FEDARENE. 

Healthcare: European Connected Health Alliance (ECHAlliance); Personal Connected Health Alliance; 
HIMSS; COCIR (trade association). 
Manufacturing: 5G-ACIA, ECHORD++; I4MS; Lombardy Intelligent Factory Association (AFIL); microTEC 
Suedwest (Baden-Württemberg); Sirris.  
Broadcasting and Media: European Broadcasting Union, New European Media.  
Public safety and critical communications: Public Safety Communications Europe (EU), The Critical 
Communications Associations (global) – societal stakeholders: first responders and interior ministries.  
Smart cities: EUROCITIES; TSCSAI (IT); Smart Cities Association.  

Multi-verticals: Deutsche Messe AG and 5G Playground. 
Multi-stakeholder associations: AIOTI, BDVA, The Lisbon Council (think tank and policy network). 

Sample of communities for Education and Research 

European Consortium of Innovative Universities; League of European Research Universities; European 
University Association; EURODOC (the European Council for Doctoral Candidates and Junior Researchers). 

Sample of multi-stakeholder cybersecurity clusters 

60+ connected clusters in EU, including: Silicon Alps Cluster GmbH (AT); DSP Valley (BE); Baden 
Württemberg: Connected e.V., Silicon Saxony, BICCnet - Bavarian Information and Communication 
Technology Cluster, (DE); Estonian ICT Cluster (EE); AEI Ciberseguridad y Tecnologías avanzadas, Clúster 
Digital de Catalunya (ES); NUMELINK, Secured Communicating Solutions cluster, Systematic Paris-Region 
(FR); Alliance Informatics and Innovation Cluster (HU); Irish Software Innovation Network – ISIN (IE); ASTER 
-ICT & DESIGN PLATFORM and SIIT Scpa (IT); HSD - The Hague Security Delta, High Tech NL (NL); IKT 
Telemark (NO); Associação para o Pólo das Tecnologias de Informação, Comunicação e Electronica TICE.PT 
(PT). 

Sample of Internet innovators (multi-stakeholder NGI) 

Associations and IT clusters: Dutch Blockchain Coalition; EU Coworking Assembly; IoT Council; IoT Italy; 
Laval Mayenne Technopole (AR/VR cluster); INCON (AI and next generation human-centred products and 
services); School of Disruption (exponential and emerging technologies); World Education Blockchain 
Association. 
Business & Start-up/SME networks: CNA Lombardia; eHub Torino; F6S Network Ltd; FirstHand Network, IDA 
Ireland. 
Civil society and Internet Activists: Fundacion Ciber Voluntarios (societal entrepreneurs); Internet Society 
(ISOC); International Civil Society Centre (ICSC); Missions Publiques; Tech Solidarity NL.  

Table 11: Associations for Primary Stakeholder Groups 



 

Project Number: 786668  

D6.4 “Communication & Stakeholder Plan, 2nd 
Iteration Version  

 

www.cyberwiser.eu - @cyberwiser        page 23 of 51 

4.2.2 Secondary stakeholders – Policy Makers and National Initiatives 
Engagement with policy makers will build on current links within consortium networks, including partner 

member of ECSO as the cybersecurity Public Private Partnership (cPPP). These stakeholders are particularly 

important for two main reasons: 

• Sharing the CYBERWISER.eu Guidelines on Cybersecurity Training in EU, an output of WP6, T6.2 

(See Section 5.2). 

• Communicating advances in cyber range platforms in relation to EU policy measures on capacity-

building, including outcomes of joint dissemination activities, such as with the Competence Pilots and 

cyberwatching.eu.  

The Table below gives a sample of policy stakeholders in the consortium-wide network including 

communications across DG CONNECT units with cybersecurity being a horizontal topic for the Digital Single 

Market. 

Sample of EC DG CONNECT Policy Makers 

DG CONNECT (heads and deputy heads of unit, heads of sectors, programme officers) spanning C1, 
C2; E1-4; F2; H2, H4 and H5; Shift2Rail Joint Undertaking. Future Connectivity Systems; EC COCOM 
(5G deployment strategy); DG Regional and Urban Policy (Smart and Sustainable Growth); Smart 
Mobility and Living; eCommerce and Online Platforms; DG DEFIS (space research, industry and start-
ups); Telecommunications and Spectrum Policy; European Standardisation; Knowledge Management 
and Innovative Systems; Innovation and Start-ups Unit; Innovation, FinTech and Blockchain; 
Safeguarding Secure Society, Research Executive Agency; Connecting Europe Facility. 

ECSO: Several partners are members, e.g.  
- WG6 SRIA and Cyber Security Technologies – Chair: Atos. 
- Sub-WG6 Digital Transformation in Verticals – Co-Chair: Atos 
- Member of the Partnership Board (industry): Atos. 
- Member of WG1 Standardisation, Certification and Supply Chain Management – RHEA 
- Member of WG3 Sectoral Demands (i.e. verticals and public services) – RHEA 
- Member of WG5 Education, Awareness, Training, Cyber Ranges – RHEA 
- Member of WG4 Support to SMEs, Coordination with Countries and Regions – TRUST-IT 
- Member of WG6 – TRUST-IT 

Inputs to new priorities of cybersecurity for the EC.  
Consortium links to ECSO senior policy managers (e.g. former Advisory Board Members); Vice 
Chairman. 
SEB Member: 

- Csaba Virag: Board of Directors; Leader of WG5, T5.1.  

ENISA: Coordinator EU network and information security; Group leaders spanning: Healthcare, 
Aviation, Rail, Cloud, Head of Unit, Head of Core Operations.  

National stakeholders, e.g. Italy – CINI (A consortium of Italian universities connecting 1,300+ 
professors of both Computer Science and Computer Engineering from 39 public universities: University 
of Pisa leads the WG on Digital Health.  

Table 12: Policy Makers and National Initiatives in the CYBERWISER.eu Network 
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4.2.3 Synergies for Joint Dissemination 
Since the early beginning of the project, CYBERWISER.eu has engaged with relevant EU R&I projects that 

might present complementary approaches and objectives to establish synergies for the joint dissemination of 

results and stakeholder engagement. 

As highlighted in Section 5.5.5, the synergies already established have been successfully carried out in the 

form of mutual visibility, sharing knowledge and expertise as well as co-organisation of events, webinars and 

more. 

In 2020, with the technical development of the CYBERWISER.eu platform coming to completion, the main 

focus of these synergies will be shifted towards actual dissemination of results as well as increasing user 

adoption. Examples of possible synergies are reported below according to the relevant EU R&I project. 

• cyberwatching.eu 

cyberwatching.eu7 is the European observatory of research and innovation in the field of cybersecurity and 

privacy, aiming to promote the uptake and understanding of cutting-edge cybersecurity and privacy services 

which emerge from Research and Innovation initiatives across Europe. 

CYBERWISER.eu will leverage this synergy by taking advantage of different initiatives that cyberwatching.eu 

can offer in terms of: 

• Market & Technology Readiness Level (MTRL) evaluation and improvement – A simple tool developed 

by cyberwatching.eu will allow us to have a better understanding on how close to the market the 

CYBERWISER.eu platform is. Furthermore, to help projects increase their MTRL and better 

communicate their results to the market, Cyberwatching.eu is also organising between April and June 

2020 a series of specific workshops/webinars which we plan to attend. This would be a really important 

synergy in relation to the go-to-market strategy of CYBERWISER.eu. 

• Marketplace inclusion – Cyberwatching.eu has developed a dedicated space called Marketplace8 

where EU funded projects can upload their products and services and benefit from a direct channel of 

visibility toward the cyberwatching.eu community, which is composed by a wide range of users and 

organisation interested in testing, validating and adopting innovative solutions in cybersecurity. Once 

the CYBERWISER.eu platform is completed, the Marketplace will be used as a further channel of 

dissemination and potential adoption of the CYBERWISER.eu platform. 

Already well-established synergies, such as managing the CYBERWISER.eu Project Hub page and the active 

presence to the Annual workshops and Concertation Meetings (see more details in Section 5.5.5), will continue 

in 2020. 

• Competence Pilot Center projects 

In early 2019, 4 projects were funded by the EU with the aim of “stablishing and operating a pilot for a European 

Cybersecurity Competence Network and developing a common European Cybersecurity Research & 

Innovation Roadmap”.  

CONCORDIA9, ECHO10, SPARTA11 and CyberSec4Europe12 are addressing critical challenges for the 

European cybersecurity especially in sectors like eHealth, finance, telecommunications, smart cities, 

transportation, Cyber Range. At the same time, they will offer training, develop programmes to tackle the 

 

7 www.cyberwatching.eu  
8 https://www.cyberwatching.eu/market-products-list  
9 https://www.concordia-h2020.eu/. 
10 https://echonetwork.eu. 
11 https://www.sparta.eu  
12 https://cybersec4europe.eu/. 

http://www.cyberwatching.eu/
https://www.cyberwatching.eu/market-products-list
https://www.concordia-h2020.eu/
https://echonetwork.eu/
https://www.sparta.eu/
https://cybersec4europe.eu/
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cybersecurity-skills gap in EU and deliver innovative marketable solutions made in EU to tackle the future 

cross-domain cybersecurity challenges. 

CONCORDIA Course Map inclusion – CONCORDIA is offering through its website a dynamic map of 

courses/training targeting European cybersecurity professionals wishing to reskill, upskill in this domain. The 

map is open to all cybersecurity training providers in Europe, so CYERWISER.eu will definitely apply to be on 

the map with its complete training offer. 

ECHO Federation of Cyber Range – One of the aims of ECHO is developing a Federation of European Cyber 

Ranges, to enable interconnecting and pooling cyber range capabilities in Europe. At the time of writing 

CYBERWISER.eu has already managing contact with ECHO to support this synergy leveraging on the already 

ongoing experience developed thanks to the federation with EDP Cyber Range in the context of EDP Full-

Scale Pilot.  

Other pragmatic synergies will be further investigated as the Competence Pilot Centre projects evolve, 

including also SPARTA and CyberSec4Europe. 

• ECSO 

CYBERWISER.eu consortium members have a stake in ECSO as the cPPP organisation in Europe as 

members and contributors to several WGs, including SEB Member, Csaba Virag (See Table 13). 

CYBERWISER.eu will look at synergising with specific relevant Working Groups such as WG5 “Education, 

awareness, training, cyber ranges” with the aim of increasing its visibility by presenting its Platform during 

specific WG meetings, as well as its initiative on Women in Cybersecurity. Therefore, at the communications 

level, CYBERWISER.eu can convey key messages around the policy context for cybersecurity, including 

insights from partner members and interviews with SEB members.  

Furthermore, thanks to the work carried out in T6.2, CYBERWISER.eu will produce two versions of “Guidelines 

for Cybersecurity Training Programme across EU”. The guidelines will aim at analysing the state of the art in 

Cybersecurity training to identify where the gaps lie in terms of training and skills acquisition in Europe and 

make concrete recommendations and inputs for the future work of ECSO. 

A first version of the guidelines will be produced at M20 with a final version produced at M27 (See also Section 

5.2 for more details). 

• Stakeholder Expert Board (SEB) members 

CYBERWISER.eu is already taking advantage of the relationship with members of the project’s Stakeholder 

Expert Board (SEB) to have strategic insights and guidance on the progress of the project as well as more 

practical collaboration such as involvement in webinars, events and document writing. As far as webinars are 

concerned, CYBERWISER.eu will try to involve SEB members as speakers as already done for past webinars 

(see Section 5.5.4). With regards to collaboration for events, at the time of writing, CYBERWISER.eu is liaising 

with some of the SEB members to finalise the organisation of the 3rd Open Pilot workshop (see section 5.5.3), 

while SEB members will be involved as active contributors to the two versions of “Guidelines for Cybersecurity 

Training Programme across EU” that will be submitted to ECSO. 

4.2.4 Stakeholder Expert Board 
CYBERWISER.eu coordinates a Stakeholder Expert Board (SEB) to guide its development and innovations13. 

Members are cross-disciplinary with members coming from or working with institutions of higher education, 

industry and critical infrastructures, government and public-sector organisations, thus reflecting the primary 

stakeholder targets with links to EU policy makers. The image and table below show the members of the SEB.  

 

13 https://www.cyberwiser.eu/team-box.  

https://www.cyberwiser.eu/team-box
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Figure 3: CYBERWISER.eu Stakeholder Expert Board 

SEB Member (name, affiliation, country and 
stakeholder group) 

Areas of interest in relation to 
CYBERWISER.eu 

Paul Kearney, Birmingham City University – 
Professor 
UK 
Institution of Higher Education – cybersecurity 
research 

Background in industry: aerospace and 
telecommunications. 
International, cross-industry/research insights 
also from his role as Visiting Scholar at the 
Etisalet-BT Innovation Centre at Khalifa 
University.  

Ginta Majore, Vidzema University of Applied 
Sciences – Vice-rector for academic and 
scientific work and Professor of Master in 
Cybersecurity Engineering 
Latvia 
Institution of Higher Education – cybersecurity 
engineering 

Background in business information modelling 
(processes and law). Focus is now on 
cybersecurity and digital forensics with an 
interest in future cooperation on cyber range.  

Peter Meyer, eyeo GmbH – Public Affairs and 
Internet Security 
Germany 
SME 

A security all-rounder with focus on cybersecurity 
awareness and training. Internet security, cyber 
protection against attacks.  

Julia Nevmerzhitskaya, Laura University of 
Applied Sciences 
Senior Lecturer and Project Manager 
Finland 
Institution of Higher Education 

Main interests lie in smart and secure societies, 
societal and business perspectives of 
cybersecurity and online courses in cybersecurity 
with challenges around integrating training skills 
and broader competences.  

Pouria Sayyad Khodashenas, i2CAT – Senior 
Researcher and Innovation Strategy Manager 
Spain 
Research Institution – applying security to R&I 

Coordinator of H2020 project CARAMEL: AI, 
cybersecurity, mobility, connected cars. Works 
also with regional government bodies.  

Javier Tobal, FINTONIC – CISO 
Spain 
SME (financial services) 

Deals with security operations, compliance and 
regulations. Cybersecurity and Computer 
Forensics. 

Csaba Virag, Cyber Services. 
Hungary 
SME 

Cybersecurity and defence SME.  
Technical assessments of government and 
critical infrastructures. 
Training and knowledge, including civilian 
groups. 
Board of Directors at ECSO and Member of AI 
Working Group on automated security.  

Table 13: Mapping of SEB Member Focus Areas 
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5. Communication Strategy 
CYBERWISER.eu will maximise the visibility and awareness of the project, to contribute to the impact creation 

by communicating and ensuring the target users’ understanding of the project concept, results and potential 

applications. Communication will also play a key role for the business exploitation of CYBERWISER.eu results. 

Therefore, the communication strategy for M19-M30 will focus on intensified activities including: 

• Messages to main targets. 

• Engagement with Association and Multipliers (e.g. Business associations and Cybersecurity 

Clusters). 

• Media Kits including channels targeting the stakeholders in potential new vertical sectors. 

• Direct engagement with targets through event organisation and participation. 

• SMART social media campaigns. 

• Revamp and new sections on www.cyberwiser.eu. 

The communication strategy will be implemented in two phases: 

• Phase #1 M19-M24 including: 

o Implementation of the revamp of website to accompany go-to-market strategy for the launch 

of the Platform. 

o Preparation of the marketing campaigns for the launch of the platform and related Marketing 

campaigns. 

o Open Pilot workshops #3 and #4 organisation for acquisition of future users and related 

Marketing campaigns. 

o Webinars #3 and #4 and related Marketing campaigns. 

• Phase #2 M25-M30 including: 

o Refinements of the revamp of website. 

o Production of Marketing campaigns on launch of the Platform. 

o Production of Marketing packages to be used by partners to promote the Platform. 

o Webinars #5 and #6 and related Marketing campaigns. 

o Hackathons organisation and related Marketing campaigns. 

o Final event organisation and related Marketing campaigns. 
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5.1 Core Messaging and stakeholders 
Core messages are periodically reviewed and updated to reflect the latest developments of the project, feed 

in inputs from stakeholder engagement and advice from the SEB. Messages are also updated for specific 

stakeholder groups and then aligned with CYBERWISER.eu value propositions linked to business models and 

exploitation. Examples of core messaging reflecting CYBERWISER.eu benefits are reported in the box below. 

Sample of core messaging 

Advanced cyber range and risk-centric training platform 

CYBERWISER.eu is a risk-centric training platform that is customisable for specific roles and skills, from 
junior threat and vulnerability analysts all the way up to information security risk manager and CISOs. Skill 
levels range from basic knowledge of cyber security to senior and lead practitioners with high levels of 
autonomy. 

On the cyber range, CISOs, heads of SOCs and other security decision makers can decide what attack 
scenarios they need to test, define the target outcomes and who will be in the attack and defence teams. 
Come into play a key added value of CYBERWISER.eu - the ability to form different teams covering all 
facets of cyber resilience. Red teams are the offensive security making simulated cyber-attacks. Green 
teams are for on-demand training scenarios while white teams take care of deployment and configuration. 
Blue teams focus on detection and response, with Sky Blue teams responsible for network and system 
operations.  

Full-scale pilots: leading the way to cyber-attack awareness and resilience 

Three full-scale pilots have defined their cyber training requirements and are the first to test the training 
platform and cyber range.  

These include EDP, a Portuguese utilities company, which is planning to deploy advanced training modules 
aimed at increasing the automation of training operations and making training more effective through 
gamification approaches.  

The Italian rail company, Ferrovie dello Stato, sees CYBERWISER.eu as an opportunity to “close the gap” 
between cyber security experts and decision makers, showing what is at risk in a cyber-attack and how 
corporate teams can best respond, all in a user-friendly environment.  

For the University of Pisa, a flexible cyber range platform is key to improving skills at undergraduate and post-
grad levels by creating narrowing the gap between theoretical concepts and practical implications.  

But these are just a few of the benefits of CYBERWISER.eu.  

Open Pilot Scheme: the business value of cyber training  

CYBERWISER.eu covers a range of competences for organisations to build both their knowledge in an 
evolving threat landscape and resilience against cyber-attacks they may not even know they are exposed to. 

This makes it ideal for any organisation reliant on IT systems to ensure there are no interruptions to business 
operations or services and that reputational and financial damage is kept to a minimum. 
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5.1.1 Channels: Website  
CYBERWISER.eu website is the central channel of the Communication, Engagement and Dissemination 

strategy. 

The website structure comprises various sections aimed at delivering well-targeted messages for key 

CYBERWISER.eu stakeholders, showcasing outcomes and results, and supporting users through the Open 

Pilot Stream, e.g.: 

• Keeping stakeholders up to date on the threat landscape and on technological, policy, market aspects, 

as well as on the value of skills acquisitions: news; Technology Watch, Skills Watch.  

• Engaging with stakeholders through various channels: events (conferences, workshops, exhibitions, 

webinars), professional channels like LinkedIn and through social media, such as Twitter, and 

YouTube for its videos. 

• Helping stakeholders train their staff through the CYBERWISER.eu training platform: planned 

evolution towards a “product-based” website. 

The website is regularly updated along with the evolution of the project to showcase the up-to-date results. 

The website is also undergoing an evolution from Communication Optimisation to Dissemination Optimisation 

as we are moving from the Development Phase of the Project to the Exploitation and Dissemination phase, 

e.g.: 

• Training Services pages 

Between M19 and M24, the CYBERWISER.eu website will be undergoing a restructuring aimed at increasing 

the visibility on the Training Services. The evolution of the platform will be increasingly towards showcasing 

the suite of CYBERWISER.eu Platform as part of the strong go-to-market project strategy. 

Dedicated entry point pages for each CYBERWISER.eu Offering level (See Section 3) will be developed. Each 

page will indicate: 

o Technical features 

o Training topics, skills and knowledge 

o Target Audience 

o How to get started 

In order to attract potential users, help them understand what Offering Level could be more suitable for their 

needs and increase adoption. 

• Cybersecurity Professional Register (CyPR) 

In close synergy with Task 5.5 “Open Pilots and Awards”, the CYBERWISER.eu website will host the 

Cybersecurity Professional Register (CyPR) to support and promote cybersecurity capacity building in Europe. 

The CyPR development is foreseen between M19 and M20 in order to support the Open Pilot stream and the 

subsequent launch of the Platform. A specific recruitment campaign will be put in place to properly populate 

the CyPR in order for it to become an added value for the project, acting as a facilitator between cybersecurity 

supply and demand. 
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The CyPR will be built as a dedicated section on the website where qualified cybersecurity experts working in 

the domain of cybersecurity or having obtained an official certification can showcase their experience and get 

in touch with industries, SMEs, and institutions searching for a professional role to insert in their organizations. 

The CyPR will present a simple interface with two dedicated entry points: 

1. One dedicated to cybersecurity professionals to apply and be included in the CyPR. At the moment of 

writing we envisage as possible candidates to be included in the CyPR cybersecurity experts with 

qualified experience certified by: 

• Having completed the training path of CYBERWISER.eu 

• Having obtained Cybersecurity official certifications such as ISACA, ISC2 etc. 

• Having obtained a University or master’s degree 

• Having obtained a certified working experience in the field 

2. One dedicated to organisations looking for expertise in cybersecurity where it will be possible to scan 

the CyPR by desired role or country. 

 

Figure 4: Examples of CyPR interface 

• SkillsWatch section 

As a complement to the training platform, the CYBERWISER.eu Skills Watch serves as an informative online 

mechanism for tracking capacity building in cyber space across EU and globally, showcasing best practices 

and helping organizations formulate strategies for filling the talent gap.  

The Watch is currently being reviewed and revamped to ensure items highlight the value of cyber training 

across public and private organizations as part of a much bigger driver to filled cybersecurity jobs. Key features 

will include: 

o Practical guides on skills frameworks, e.g. CIISec.  

o Insights into the role of cybersecurity in educational institutions and research, including inputs 

from the University of Pisa full-scale pilot and the students they are training as next-generation 

professionals.  

o National and local strategies aimed at filling the gaps in cybersecurity training. 

o Women in Cybersecurity.  

o Interviews with SEB members and selected external experts.  
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Key findings from an analysis on local and national initiatives across the EU will feed into a new online tool on 

cyber capacity building with a set of guidelines. 

5.1.2 Channels: Social media and professional networks 

CYBERWISER.eu has selected three key social networks, Twitter14, LinkedIn15 and YouTube16 to consolidate 

its online presence, communicate its outputs and results and build its community. 

Specific social media activities are delivered based on the dedicated effort breakdown below: 
 

Purpose Dedicated effort (%) 

Promotion of CYBERWISER.eu outputs and services 50% 

Visibility and Events promotion 25% 

Educational content 20% 

Informative content 5% 

Table 14: Social media activities purposes 

Each one of the selected social media fit in a different way into the updated communication strategy: 

• Twitter 

Twitter will be mainly used to provide brief real-time updates and news and most importantly to promote event 

activities. CYBERWISER.eu will keep up the strategy already adopted for this social media by using it as 

support for the communication campaign dedicated to participation and organization of events. Twitter is used 

to cover the entire duration of the communication campaign, spanning from: 

o Pre-events activities such as sharing visuals with testimonials of speakers/representatives 

highlighting what’s the added value of CYBERWISER.eu in the event context; inviting people 

to register/follow the event with dedicated call-to-actions; providing sneak peek of the 

presentation/speech. 

o Live events activities covering the event participation in real time to keep the followers 

engaged and informed, by sharing different types of content such as photos from the event, 

brief videos, quotes from speakers and questions and polls about the event topic. 

o Post events activities sharing noteworthy happenings to highlight the success of the event 

providing value for potential future attendees. 

• LinkedIn 

LinkedIn is mostly used to convey CYBERWISER.eu advances in cyber range and risk-based training 

platforms across all the stakeholder groups targeted. It is also a primary source for building the community 

and especially recruiting prospective users.  

Activities on LinkedIn will also draw on the experience and the real use-case scenarios coming from the Full-

Scale Pilots, sharing insights and helping to convey key messages on the benefits of CYBERWISER.eu across 

the Full-Scale Pilots specific sectors and beyond. 

Another key benefit that LinkedIn is being able to profile existing members, pinpoint new members based on 

their professional roles and connect with them. This will allow CYBERWISER.eu to build up its network of 

 

14 https://twitter.com/cyberwiser. 
15 https://www.linkedin.com/grps/CyberWISER-8411544/about. 
16 https://www.youtube.com/channel/UC1q_ViOaab1PWgA1uhCaSLQ. 

https://twitter.com/cyberwiser
https://www.linkedin.com/grps/CyberWISER-8411544/about
https://www.youtube.com/channel/UC1q_ViOaab1PWgA1uhCaSLQ
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professionals that could practically benefit from the CYBERWISER.eu training offer and therefore could 

become potential adopters. 

CYBERWISER.eu will also take advantage of the LinkedIn Article functionality to convey more articulated 

messages, including images videos or rich media, such a post-event report or a simple press release. 

• YouTube 

YouTube will be used to upload and store webinars, videos and other audio-visual material related to the 

CYBERWISER.eu training offer. 

5.1.3 Channels: Events 
With the final release of the platform and the complete shaping of the CYBERWISER.eu offer, the Consortium 

will increase its effort toward participation and organisation of events to disseminate its results and engage 

new users. 

Organisation of CYBERWISER.eu events 

• Workshops – The Open Pilot workshop series has been specifically designed to be a compact mix of 

motivational, panel and training sessions in which attendees will get the chance to know the key 

elements of the CYBERWISER.eu online platform through a live demo, define with the 

CYBERWISER.eu experts their own customisable training pathway to specifically fit their needs and 

test the platform through an interactive session involving a simple exercise in a simulated environment.  

This has proven to be a successful format with regards to onboarding users of the CYBERWISER.eu 

platform (see also Section 5.5.3) which could potentially become actual customers after project 

completion. 

CYBERWISER.eu is currently working on the organisation of the third and fourth Open Pilot workshop. 

The third Open Pilot workshop is already been scheduled for 22.04.2020 in Madrid, Spain, while we’re 

investigating the possibility to hold the fourth one in Germany between May and June. 

 

• Webinars – Webinars provide a cost-effective opportunity to consolidate the project’s user base and 

to raise awareness amongst multiple stakeholders of CYBERWISER.eu and its offer (see also section 

5.5.4).  

During 2020 CYBERWISER.eu will provide a minimum of 4 webinars focused on the 

CYBERWISER.eu training offer and aimed at supporting the service usage and uptake. The main idea 

is to replicate on a small-scale a similar format to the Open Pilot workshops with demo of the platform 

and practical exercises to increase the CYBERWISER.eu user base. 

Webinars will also involve the active participation of representatives of the Stakeholder Expert Board 

(SEB) members who could enrich the format by giving an independent point of view on themes such 

as cyber skills gap in Europe, cyber training issues and challenges etc. 

Participation to third-party events 

Face-to-face interaction serves several purposes: ensuring CYBERWISER.eu visibility, communicating 

benefits for target audiences, gaining insights into market needs, and making new contacts as part of the 

community development. Event participation also includes sharing technical advances with peer developer 

communities. 

Third-party events are identified for their timeliness with CYBERWISER.eu outputs, topic and audience 

relevance. Participation spans presentations, panel debates, promotional stands, poster displays, remote 

participation and the distribution of project promotional material (roll-up banners, brochures, etc.) for focused 

and effective communication, dissemination and engagement outcomes, with live reporting via twitter, updates 

and blogs on LinkedIn. 
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The table below provides events considered to be suitable for promoting CYBERWISER.eu and disseminating 

its results as it evolves over time. 

Conference URL Dates Country City 

Twenty2x https://www.twenty2x.de/en/ 17 – 19 March 
2020 

Germany Hannov
er 

Security Research 
Event 2020 

https://www.securityresearch-
cou.eu/SRE-2020 

25 - 26 
November 2020 

Germany Bonn 

Italiasec https://italy.cyberseries.io/ 28 - 29 April 
2020 

Italy Milan 

Cyber Security 
Summit Belgium 

https://cyber-security.heliview.be 18-Jun-20 Belgium Brussels 

SECRYPT  http://www.secrypt.icete.org/ 08 - 10 July 
2020 

France  Paris 

ARES Conference https://www.ares-
conference.eu/conference-2020/ 

24 - 28 August 
2020 

Ireland Dublin 

ETSI Securirty Week https://www.etsi.org/technologies/10-
events/1653-etsi-security-week-
2020#pane-1/ 

08 - 11 June 
2020 

France  Sofia 
Antipolis 

Annual Privacy 
Forum  

https://privacyforum.eu/ 4-5 June 2020 Portugal Lisbon 

Symposium on 
global cybersecurity 
awareness 

https://apwg.eu/symposium-global-
cybersecurity-awareness-2020/ 

19-20 May 
2020 

Netherland
s 

The 
Hague 

Table 15: Potential future events 

The Consortium is committed to increase the effort in participation to future third-party event, including seminar 

and public debates and/or other hi-impact events to ensure a proper go-to-market strategy according to the 

individual effort in WP6: 

Partner Number of events to attend 

TRUST-IT 7 

AON 6 

ATOS 6 

RHEA 5 

XLAB 4 

SINTEF 3 

EDP 3 

UNIPI 2 

FFSS 2 

Table 16: Number of events to be attended by each partner 

The figure below represents the actual status of and the future planning in regard to this: 

 

Figure 5: Future events planning 
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5.1.4 Training for IHE and early professionals 
Full-scale Pilot, the University of Pisa, is organizing a series of cyber training sessions throughout 2020. These 

are an important opportunity to communicate benefits for students from IHEs (e.g. masters, post-graduates) 

on their career pathway to becoming cyber professionals.  

For each training event, partners at Pisa University will interface with Trust-IT to promote the outcomes, 

including a series of banners with testimonials from trainees and trainers for SMART campaigns on Twitter 

and LinkedIn.  

The outcomes of these campaigns will be a combination of quantitative KPIs (e.g. number of views, 

impressions on social media channels) and qualitative metrics (e.g. testimonials) that can also support 

exploitation and the go-to-market strategy.  

Academic Course  Exercise Expected Timeframe 

Master’s Degree SQL Injection March-May 2020 

Master’s Degree Session Hijacking March-May 2020 

Master’s Degree  AppArmor Defence May-June 2020 

Post-graduate Master of 1st 
Level 

Network and Vulnerability Scan June-July 2020  

Post-graduate Master of 1st 
Level 

Idle Scan June-July 2020 

Post-graduate Master of 1st 
Level 

Privilege Escalation June-July 2020 

Bachelor’s Degree Firewall and Network Filtering November-December 2020 

Table 17: Training for HIE and early professionals 

5.2 Dissemination of Results and Publications  
CYBERWISER.eu is planning several publications that fall into the following categories:  

• Technical conferences to disseminate advances in the field, including peer-reviewed journals and 

conference proceedings.  

Examples include the SINTEF paper presentation at the 6th International Conference on Information 

Systems Security and Privacy (ICISSP 2020; 25.02-27.02, Malta) with a CYBERWISER.eu 

contribution to a scientific publication. SINTEF is also part of a second track to further boost impacts 

from this dissemination activity17.. 

Opportunities for the scientific dissemination of CYBERWISER.eu are being investigated. One of the 

possibilities which is taken into consideration is to co-locate the CYBERWISER.eu Final workshop 

within ICISSP 2021, taking place 11-13 February in Vienna. The plan would be to showcase 

CYBERWISER.eu results with demos, testimonial pitches from the full-scale and open pilots and SEB 

member inputs. 

• Policy Briefs for policy makers, including ECSO. Guidelines on Cybersecurity Training across Europe. 

This policy brief is the direct outcome of T6.2 and has the aim of concisely conveying the main findings 

of the CYBERWISER.eu assessment of educational and training programmes and levers across the 

EU.  

 

17 http://www.icissp.org/RDCommunity.aspx.  

http://www.icissp.org/RDCommunity.aspx
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Key findings of the analysis will draw on a new online tool, similar to the WISER Cartography of EU 

national strategies18 but with a primary focus on capacity building. The Guidelines will feature a 

summary of the main initiatives at government and local levels and lessons learned from the field.  

The Guidelines will be published in two iterations and will feed in insights from the SEB. The final 

version will be submitted to ECSO. 

• Insights on cybersecurity, evolving threat landscape, measures to build resilience. This graphically 

designed publication will be based on an analysis of the CYBERWISER.eu information services, 

namely the Technology Watch and the Skills Watch as well as interviews with SEB members and 

experts outside the project. It is designed to be complementary to the Guidelines by zooming in on 

key aspects of cybersecurity in relation to the evolution of capacity building as an EC policy measure. 

5.3 KPI-driven approach and qualitative metrics 
Campaigns for promotional and marketing activities are based on the SMART approach across the entire 

project lifecycle [specific, measurable (KPI-driven), achievable and realistic (based on identified target groups 

and channels to reach target groups), timely (matched to project opportunities and results) and timed (clear 

start and end date)].  

KPIs that are relevant for communication and engagement are indicated in Sec. 2.1 and in the roadmap (see 

Figure 6). The roadmap clearly defines a set of 6 macro activities which include more detailed, specific 

activities that the Consortium will undertake to ensure an effective communication and outreach strategy, 

spanning across a 12 months period.  

On top of this, CYBERWISER.eu also measures its impacts through community-based qualitative metrics in 

terms of profiling members based on stakeholder group and professional roles, also with a view to support 

uptake and exploitation of results towards key stakeholder groups.  

5.4 M19-M30 Roadmap 
Any communication and dissemination plan should follow a regular roadmap with identified actions that may 

be tracked, monitored against the main KPIs of WP6, the following table provides the updated roadmap from 

month 19 to month 30. 

The Roadmap will enable better monitoring of the communication activities, understanding what works or does 

not work according to the effort spent and helping to refine strategy over time for maximum effectiveness. 

 

 

18 https://cyberwiser.eu/cartography.  

https://cyberwiser.eu/cartography
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Figure 6: Roadmap of the communication & stakeholder plan (M19-M30). 
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5.5 Achievements to date 
As reported in D6.1, CYBERWISER.eu has carried out continuous communications from the very outset, 

setting up the media platform (www.cyberwiser.eu) and social networks, creating collaterals and creating 

media campaigns on the project launch. This section provides more details on the activities and impact 

achieved between M1 and M18. 

5.5.1 Website evolution and impact 
The website was operative from M1 and has always had a central role in the CYBERWISER.eu communication 

strategy. 

The CYBERWISER.eu website has been developed building upon the predecessor project WISER (Grant 

Agreement no 653321 [2]). 

Although the website has maintained the same URL (www.cyberwiser.eu) several changes have been 

implemented when CYBERWISER.eu was launched. 

The website has been re branded according to the new identity of the project following the visual guidelines of 

the new logo designed during the proposal writing and its structure have been updated in terms of sections 

and subsection as well as content.  

The website has been populated with more than 100 new content covering different aspects of cybersecurity 

training according to the initial strategy based on raising awareness on the CYBERWISER.eu offering and 

value proposition, early results, future developments and insights, resulting in a mix of informative, analytical 

and promotional content to engage users also across different channels such as newsletters, social media etc. 

 

Figure 7: Examples of website content 

Furthermore, it is important to notice that the CYBERWISER.eu website has been fully revised from a search 

engine optimization (SEO) perspective, in order to reflect the shift of focus from WISER to CYBERWISER.eu 

(cyber risk management vs. cyber capacity building). 

All aspects of SEO have been revised including, meta tags, meta description and titles, while all the new 

content have been designed to be SEO-friendly, therefore following the recommended guidelines indicated by 

the main search engines. 

As an impact, the website attracted over 400 registered users spanning across different stakeholders and 

countries, over 1.500 sessions per month, with the web pages about the two CYBERWISER.eu Open Pilots 

Workshops being among the most viewed content. 
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5.5.2 Community evolution and impact 
Between M3 and M18 CYBERWISER.eu has significantly grown its community of users thanks to a number 

of engagement activities, spanning from:  

• Social media activities. 
• Website registrations. 

• Open Pilot Stream applications. 

• Organisation of events. 

• Organisation of webinars. 

• Participation in third-party events. 

At the time of writing, CYBERWISER.eu has a community network of 2,110 members (Overall Twitter and 

LinkedIn professional network: 1.695 – Registered users: 415) representing different stakeholders as depicted 

in the figure below: 

 

Figure 8: CYBERWISER.eu community breakdown 

5.5.3 Events and workshops  
CYBERWISER.eu has attended several events so far, and organised a series of workshops and webinars. 

The following paragraphs describe the Open Pilots Workshops organised in order to enrol Open Pilots for the 

first round of the Open Pilots stream. 

The participants tested the platform, shared their cybersecurity and training needs and gave us their feedback 

on the platform thanks to a survey that has been shared with them following the event. 

• First Open Pilots Workshop: 
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Figure 9: First Open Pilots Workshop 

The 1st Open Pilots Workshop took place in Pisa, on November 5th 2019. 14 pilots attended the workshop, 

from Large Enterprises, SMEs and Research and Academia. 

The workshop was a chance for the pilots to test the platform and present their individual training requirements 

to the expert panel comprising both CYBERWISER.eu project partners and invited guests from the European 

Competence Centre Pilots Projects. On the other hand, it allowed the consortium to enrich the investigators’ 

purview as the CYBERWISER.eu platform progresses over the course of the project. 

The event lasted one day, with a compact agenda including both presentation from the partners and the pilots, 

and some interactive sessions. 

Two podium presentations opened the event, concerning the topic of Cybersecurity and skills gap in Europe 

and the importance of adequate training solutions in order to fill those gaps. 

The representatives from the European Competence Centre Pilot Projects were present and held a panel 

session, which attracted a lively discussion from the floor. 

In the following session, the Open Pilots candidates were given the opportunity to introduce themselves to the 

audience and describe their organisation, in particular the cybersecurity training needs that brought them to 

the event. 

The most interactive session introduced the guests to the main elements of the platform with a live 

demonstration and a following working lunch, during which the delegates were split into groups and given an 

exercise in order to test the platform in first person. 

After these sessions, the open pilots process has been explained to the candidates and their requirements 

have been collected during a 1-on-1 sessions, where each pilot had a dedicated tutor. 

The event has been very successful, in fact, all the candidate organisations present signed up as 

CYBERWISER.eu pilot users and arrangements are already underway to table their requirements and 

schedule the training. 

In addition, it was a chance to conduct interviews during the day with both speakers and delegates. The 

material has been used for the production of a post-event video and a full post-event report, available on the 

website: https://www.cyberwiser.eu/content/first-cyberwisereu-open-pilots-workshop-post-event-report . 

 

• The Second Open Pilots Workshop: 

https://www.cyberwiser.eu/content/first-cyberwisereu-open-pilots-workshop-post-event-report
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Figure 10: Second Open Pilots Workshop 

The second iteration of the Open Pilots Workshop took place in Lille, on January 31st, after the three-day 

International Cybersecurity Forum (FIC2020). 

Four Open Pilots candidates attended the workshop, which was led in the same modality as the first one. 

The candidates showed a real interest in the platform and its components, and despite the lower number of 

people it was an important source of feedback and fruitful discussions. 

Moreover, the presence in the FIC2020 event, with a joint Info Stand in synergy with Digital SME Alliance, 

CyberSec4Europe, SMESEC and Cyberwatching.eu, has proved very useful in order to attracts new open 

pilots which have showed their interest in the next Open Pilots Workshop. 

A full event report is available here: https://www.cyberwiser.eu/file/2309/download?token=fX-cWj6A  

• Third Open Pilots Workshop: 

 

Figure 11: Third Open Pilots Workshop 

The Third Open Pilots Workshop has been scheduled for the 22nd of April 2020 in Madrid. 

https://www.cyberwiser.eu/file/2309/download?token=fX-cWj6A
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Both the two workshops already organised and the one which will take place in April, have been a great chance 

both for the promotion of the project: the workshops have been widely publicised through a series of 

promotional campaigns, and for the recruitment of early adopters of the platform. 

• Other Events: 

The whole process of enrolling Open Pilots and customers into the platform, and the whole promotion of the 

project, is underpinned by the participation to other events, such as the recent “International Conference on 

Auditing and Control of Information Systems”, where the consortium has had the chance to present its 

innovations to wide audiences and potential stakeholders. 

The table below provides a preliminary list of CYBERWISER.eu visibility at different market targets and 

stakeholder events. 

With these events, CYBERWISER.eu Consortium has been able to present the project to a total audience of 

over 850 people. 

Event name Location Date Stakeholders Group CYBERWISER.eu 

Actions 

Working Group 

"Cybersecurity" 

of the 

AIPCR/PIARC 

Italian Technical 

Committee on 

"Automatic and 

Connected 

Driving" 

Krakow, 

(Poland) 05.10.2018 

- - Large enterprises 

and Operators of CII 

Attending with 

presentation 

Event name Location Date Stakeholders Group CYBERWISER.eu 

Actions 

Cyberwatching.eu 

Annual Event 
Marghera 

(Venice) 08.10.2018 

- Large enterprises and 

Operators of CII 

- SMEs and Mid-caps 

Atending with 

presentation 

Cybersecurity 

Day 2018 

organized by CNR 

(National 

Research 

Council) 

Pisa (Italy) 12.10.2018 

- Large enterprises and 

Operators of CII 

- SMEs and Mid-caps  

- Cybersecurity students 

at IHEs and Early 

Career 

Professionals/Scientific 

community 

Attending with 

presentation 

The 13th 

International 

Conference on 

Risks and 

Security 

Arcachon 

(France) 

16-

18.10.2018 

- Cybersecurity students 

at IHEs and Early 

Career 

Professionals/Scientific 

community  

Brief presentation of 

the project and 

distribution of flyers to 

the conference 

attendees. 
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Event name Location Date Stakeholders Group CYBERWISER.eu 

Actions 

- General Public 

WEBINAR - Cyber 

risk management 

from the SME 

point of view 

Online 17.10.2018 

- Cybersecurity students 

at IHEs and Early 

Career 

Professionals/Scientific 

community  

- SMEs and Mid-caps  

- General Public 

- Policy Makers 

Early presentation of 

the concept of cyber 

range platform to 

perform custom training 

for professionals in a 

simulated environment 

SINTEF public 

seminar on 

Internet of Things 

and Security 

Oslo 

(Norway) 25.10.2018 

- Large enterprises and 

Operators of CII 

- General Public 

Brief presentation of 

the project. 

ICT 2018 

Vienna 

(Austria) 14.12.2018 

- Cybersecurity students 

at IHEs and Early 

Career 

Professionals/Scientific 

community  

- Industry 

- General Public 

- Policy Makers 

Presentation on a joint 

H2020 projects session 

organized by 

SMESEC. 

Event name Location Date Stakeholders Group CYBERWISER.eu 

Actions 

Kick-off for the 

new SINTEF 

Digital 

Trondheim 

(Norway) 30.01.2019 

- Cybersecurity students 

at IHEs and Early 

Career 

Professionals/Scientific 

community  

Presentation of the 

project with a poster on 

a stand. 

Convegno su 

Cybersecurity - 

opportunità e 

rischi della rete, 

Salone dello 

Studente 

Pisa (Italy) 

- skype 

connection 

from Redu 7.02.2019 

- Cybersecurity students 

at IHEs and Early 

Career 

Professionals/Scientific 

community  

- General Public 

Presentation of the 

project and the partner 

RHEA 

Webinar - 

CYBERWISER.eu: 

A platform to 

train highly-

skilled, multi-

disciplined cyber 

security teams Online 14.02.2019 

- Cybersecurity students 

at IHEs and Early 

Career 

Professionals/Scientific 

community  

- Industry 

First webinar organized 

by CYBERWISER.eu 
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Event name Location Date Stakeholders Group CYBERWISER.eu 

Actions 

- Policy Makers 

IoTBDS'19 - 4th 

International 

Conference on 

Internet of 

Things, Big Data 

and Security 

Heraklion 

(Greece) 02.05.2019 

- Cybersecurity students 

at IHEs and Early 

Career 

Professionals/Scientific 

community  

- Large enterprises and 

Operators of CII 

- General Public 

Presentation of the 

project with a dedicated 

poster  

Second 

Cyberwatching.eu 

concertation 

meeting 

Brussels, 

(Belgium) 4.06.2019 

- Cybersecurity students 

at IHEs and Early 

Career 

Professionals/Scientific 

community  

- General Public 

Presentation of the 

project 

Connect 

university 

session 

"cybersecurity 

risks in 

technology driven 

world" 

Brussels, 

(Belgium) 28.06.2019 

- Policy Makers from the 

EC 

Presentation included 

cyberwiser examples 

and basic project data 

Event name Location Date Stakeholders Group CYBERWISER.eu 

Actions 

International 

Conference on 

Auditing and 

Control of 

Information 

Systems 

Kranjska 

Gora, 

(Slovenia) 24.09.2019 

- General Public 

- Large enterprises and 

Operators of CII 

- Cybersecurity students 

at IHEs and Early 

Career 

Professionals/Scientific 

community  Presentation 

1st 

CYBERWISER.eu 

Open Pilots 

Workshop 

Pisa (Italy) 05.11.2019 

- Cybersecurity students 

at IHEs and Early 

Career 

Professionals/Scientific 

community  

- Large enterprises and 

Operators of CII 

- SMEs and Mid-caps  

Organisation, platform 

demo, pilots 

recruitment 
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Event name Location Date Stakeholders Group CYBERWISER.eu 

Actions 

FIC2020 

International 

Cybersecurity 

Forum 

Lille 

(France) 28.01.2020 - General Public Info Stand 

2nd 

CYBERWISER.eu 

Open Pilots 

Workshop 

Lille 

(France) 31.01.2020 

- Cybersecurity students 

at IHEs and Early 

Career 

Professionals/Scientific 

community  

- Public Sector 

Organisations 

- SMEs and Mid-caps 

Organisation, platform 

demo, pilots 

recruitment 

Table 18: CYBERWISER.eu visibility at events 

5.5.4 Webinars  
Webinars have proven to be an important and cost-effective mechanism for stakeholder engagement and 

expanding the reach of our community, disseminate project results, and provide a really cost-effective channel 

of visibility for the project. 

Thanks to the synergy established with the Cyberwatching.eu project, in M3 CYBERWISER.eu was invited as 

a speaker in a webinar entitled “Cyber risk management from the SME point of view” where attendees learned 

about how the CYBERWISER.eu cyber range solutions for cyber simulation and training will help SMEs to 

overcome lack of experienced professionals in the field offering a training environment for cyber-attack 

simulation and cyber defence tools including risk models and sensors.  

Between M7 and M18 CYBERWISER.eu has organized two webinars. 

The webinar entitled “CYBERWISER.eu: A platform to train highly-skilled, multi-disciplined cyber security 

teams” was organised and held on 14.02.2019 with the aim of introducing the project as provider of an 

authoritative, independent cybersecurity platform for professional training. 

Attendees of the webinar were introduced to the project and learned about its innovative aspects in cyber 

range solutions for cyber simulation and training, as well as zooming in on real case scenario applications 

thanks to the Full-Scale Pilots that the project is building upon with a special focus on the Energy sector. The 

webinar also introduced practical opportunities to engage with CYBERWISER.eu such as the Open Pilot 

stream. 

Another webinar entitled “Strengthening European efforts in Cyber Capacity Building” was organised and held 

on 22.10.2019 with the aim of providing the audience the current state of the art of Europe’s cybersecurity and 

explore how CYBERWISER.eu can help closing the skills gap by training IT professionals and students.  

The webinar also introduced practical opportunities to engage with CYBERWISER.eu such as the Open Pilot 

stream. 
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Webinar Date Number of 
participants 

Breakdown of participants 

Cyber risk 
management from the 
SME point of view 

17.10.2018 50 - Cybersecurity students at IHEs and 
Early Career Professionals/Scientific 
community 20% 

- SMEs and Mid-caps 20% 
- Large enterprises and Operators of 

CII 20% 
- Policy Makers 20% 
- General Public 10% 
- Associations and Multipliers 10% 

CYBERWISER.eu: A 
platform to train 
highly-skilled, multi-
disciplined cyber 
security teams 

14.02.2019 48 - Cybersecurity students at IHEs and 
Early Career Professionals/Scientific 
community 40% 

- SMEs and Mid-caps 20% 
- Large enterprises and Operators of 

CII 20% 
- Policy Makers 8% 
- Public sector organisations 8% 
- General Public 4% 

Strengthening 
European efforts in 
Cyber Capacity 
Building 

22.10.2019 35 - Cybersecurity students at IHEs and 
Early Career Professionals/Scientific 
community 28% 

- SMEs and Mid-caps 20% 
- Large enterprises and Operators of 

CII 5% 
- Policy Makers 11% 
- General Public 5% 
- Other 31% 

Table 19: CYBERWISER.eu webinars 

5.5.5 Joint dissemination/Synergies 
CYBERWISER.eu is developing synergies with other European Projects to better communicate, disseminate 

its results and reach a broader audience. 

In particular, CYBERWISER.eu has partnered with: 

• CONCORDIA 

• Actions:   

o CONCORDIA contributed to the Panel Session of the 1st CYBERWISER.eu Workshop. 

• Impact:  

o The common goal of creating a European trusted Ecosystem is the basis for the 

collaboration between CONCORDIA and CYBERWISER.eu. The collaboration with 

CONCORDIA was the right occasion for establishing a common goal in filling the gap in 

cybersecurity skills. CONCORDIA has created an interactive map on their website 

visualising all the training/courses providers in EU and naturally CYBERWISER.eu will be 

one of the main players on that map. This is complementary online tool on cyber capacity 

building – policy context planned in CYBERWISER.eu. Another benefit of collaboration 

could therefore be sharing insights from respective findings. 

 

• CyberSec4Europe  

• Actions: 

o  Cybersec4Europe contributed to the Panel Session at the 1st and of the 2nd 

CYBERWISER.eu Workshop. 
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o CYBERWISER.eu and Cybersec4Europe shared an Info Stand at the International 

Cybersecurity Forum (FIC); 

• Impact 

o The common driver behind the collaboration between CyberSec4Europe’s and 

CYBERWISER.eu is the cybersecurity training, especially targeting SMEs and Mid-

caps. CYBERWISER.eu could offer the means for improving preparedness in the 

context of CyberSec4Europe through a custom-built cybersecurity training platform, 

as well as its Skills Watch service. CyberSec4Europe also supports the potential 

recruitment of Open Pilots, such as SMEs and Mid-caps as well as public sector 

organisations. 

o  

• ECHO 

• Actions: 

o ECHO contributed to Panel Sessions at the 1st and of the 2nd CYBERWISER.eu 

Workshop. 

• Impact 

o Creating a cybersecurity hub bringing together the main European actors is the main 

goal of ECHO that is expected to establish a federation of European Cyber Ranges. 

This opens up an opportunity for CYBERWISER.eu to build an important 

collaboration, which has been going on for some time now to help pave the way 

towards the future European federation of Cyber Ranges. 

 

• SPARTA 

• Actions:  

o SPARTA has participated to the Panel Session of the 1st CYBERWISER.eu 

Workshop. 

• Impact 

o SPARTA represent a precious resource for CYBERWISER.eu in terms of sharing 

insights, research and findings on critical challenges for the European cybersecurity. 

 

• SMESEC 

• Actions 

o SMESEC contributed to the Panel Session at the 2nd CYBERWISER.eu Workshop; 

o CYBERWISER.eu and SMESEC shared an Info Stand at the International 

Cybersecurity Forum (FIC); 

• Impact 

o Small and Medium size Enterprises (SMEs) are the main audience for SMESEC. The 

main goal of this project is to develop a vulnerabilities detection tools tailored to SME 

needs. The collaboration with CYBERWISER.eu is a natural one, in that once the 

vulnerabilities are detected a platform like CYBERWISER.eu can offer the right 

training tools to cover these vulnerabilities. The joint stand with SMESEC at the 

International Cybersecurity Forum (FIC) is a clear sign of positive collaboration to 

boost impacts.  

 

• cyberwatching.eu 

• Actions  

o cyberwatching.eu took part in a Panel Session of the 1st and of the 2nd 

CYBERWISER.eu Workshops. 

o CYBERWISER.eu took part in a Session of the cyberwatching.eu Webinar “Cyber risk 

management from the SME point of view”. 
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o CYBERWISER.eu has a dedicated page in the cyberwatching.eu “Project Hub” that 

allows CYBERWISER.eu to reach a broader audience by disseminating its results to 

the cyberwatching.eu community. 

o CYBERWISER.eu and cyberwatching.eu shared an Info Stand at the International 

Cybersecurity Forum (FIC). 

o cyberwatching.eu has supported the CYBERWISER.eu recruitment activities for 

Open Pilots, by sharing CYBERWISER.eu Workshop News through in its newsletter. 

• Impacts 

o CYBERWISER.eu is exploiting this synergy as an additional communication and 

dissemination channel for its activities. Through the dedicated space on the 

cyberwatching.eu website and its services CYBERWISER.eu has been able to reach 

a much broader audience to which promote its activities and results. 

CYBERWISER.eu is also exploiting this synergy in terms of sharing costs and 

possibilities for future common events (such as Info Stand at FIC2020 and the Open 

Pilot Workshops). 

5.5.6 Videos 
Since the beginning of the project a total of three promotional videos has been produced and published both 

on website and YouTube channel with different purposes. 

• CYBERWISER.eu - Cyber Range & Capacity Building in Cybersecurity 

The video was produced during the CYBERWISER.eu Kick off meeting and published in M3. The main purpose 

of the video is to raise awareness and spread the word about CYBERWISER.eu: brief speeches from partners 

in the Consortium introduce the project and how it can respond to the widespread need of cybersecurity training 

across different sectors thanks to the experience of the Full-Scale Pilots. The video ends with a call-to-action 

towards individuals and organisations wishing to collaborate and get in touch with CYBERWISER.eu through 

the Open Pilot stream. 

 

Figure 12: Video #1 

• 1st CYBERWISER.eu Open Pilots Workshop 

The video was produced during the first CYBERWISER.eu Open Pilot Workshop in Pisa (see also section 

5.3.3) and published in M13. The main purpose of the video is to give a quick overview of the event and to act 

as a promotional teaser to attract new participants for future events. After a brief introduction the video focuses 

on the opportunities for organisation to collaborate with CYBERWISER.eu and test the platform. The video 

collects some testimonials from the first batch of onboarded Open Pilots highlighting their training needs, 

expectations and the interactive nature of the event itself. The last part of the video highlights testimonials from 

the Competence Pilot Project centres (see also Section 5.5.5) on the synergies with CYBERWISER.eu. 
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Figure 13: Video #2 

• CYBERWISER.eu - Cyber Range & Capacity Building in Cybersecurity, opportunities for pilot users 

The video was produced during the CYBERWISER.eu general Assembly in Pisa and published at M18. The 

main purpose of the video is to give an updated picture of the state of the project in terms of technical 

developments and innovation that future users will be benefitting from by becoming an Open Pilot. 

 

Figure 14: Video #3 

5.5.7 Press Releases and Newsletters 
Leveraging its community as well as its communication expert’s copywriting skills CYBERWISER.eu produced 

compelling messages, and distributed Press Releases on major announcements and achievements. 

Press Releases delivered significant results for targeting the specialised journalists or other multipliers. 

Publishing them on social platforms such as LinkedIn, populated by a lot of SMEs and potential stakeholders, 

constitutes a great advantage as it allows the reader to briefly look at the article and to find out more if 

interested. 

The Press Releases are regularly published in the “Press Room” section on the website, therefore involving 

also important SEO benefits, helping to increase and direct the traffic to the website. Minimum 6 Press 

Releases have been planned for the 30 months of the project in D6.1, first version of this deliverable. Three of 

these have been already published: 
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Press Release Date Link 

“The CYBERWISER.eu Cyber Range 

platform and Training Environment – 

where IT specialists become highly-

skilled, multi-disciplined cyber security 

professionals” 

08.11.2018 https://cyberwiser.eu/file/1985/downloa

d?token=LHn8qRdd 

“CYBERWISER.eu Open Pilot Scheme 

Launches” 22.11.2019 

https://cyberwiser.eu/file/2249/downloa

d?token=bMFYjclA 

“First CYBERWISER.eu Open Pilots 

Workshop: Post-event report” 28.11.2019 

https://www.cyberwiser.eu/file/2309/do

wnload?token=fX-cWj6A 

Table 20: Press Releases 

The Press Releases have been used also for promotion through external sources both at national and local 

level in order to increase visibility of the projects and its achievements as well as developing backlinks toward 

the website for SEO (Search Engine Optimization) purposes. The complete list of external publication can be 

found in the Coverage section on the website. 

CYBERWISER.eu regularly sends newsletters to its subscribers to inform them of the project’s activities and 

developments as well as promoting results and events. These are distributed to a database of 400+ individuals 

who have all signed up to receive this. The newsletters proved to be an effective way of engaging with our 

community both in terms of number of people who have actually opened the sent email and viewed it (Open 

Rate which is on average around 20%) and the number of people who have clicked on various newsletter 

topics after opening it (Click Through Rate which is on average around 30%). A complete list of newsletters 

produced is available below: 

Newsletter Date Open Rate 

Free Online Webinar in February! 08/02/2019 25% 

Innovating cyber security training in Europe - Insights from 

the CYBERWISER.eu project 

28/03/2019 19% 

August Highlights from the Cyberwiser.eu Website 29/08/2019 25%  

CYBERWISER.eu Reaches Major Milestone - a look behind 

the scenes 

25/09/2019 18% 

1st CYBERWISER.eu Open Pilots Workshop: what 

happened on November 5th? 

22/11/2019 23%  

Join us at our 2nd Open Pilots Workshop and train your staff 

for free 

19/12/2019 21%  

Save the Date 22 April 2020, 3rd Open Pilots Workshop - 

Registrations will open soon 

25/02/2020 20% 

Table 21: Newsletters 

https://cyberwiser.eu/coverage
https://www.cyberwiser.eu/content/free-online-webinar-february
https://www.cyberwiser.eu/content/innovating-cyber-security-training-europe-insights-cyberwisereu-project
https://www.cyberwiser.eu/content/innovating-cyber-security-training-europe-insights-cyberwisereu-project
https://www.cyberwiser.eu/content/august-highlights-cyberwisereu-website
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6. Conclusions 
D6.4 is the second of 3 versions. The main conclusions are: 

• WP6 activities in the first 18 months of the project have been conducted with good coordination and 

produced tangible results, including organisation and participation to webinars and events, 

engagement of main stakeholders as well as actual users of the project’s outputs, establishing 

strategic synergies as a basis for the future go-to-market strategy. 

• An updated roadmap for the period M19-M30 has been developed and it will be followed as part of 

WP6. The roadmap will be updated in the upcoming months as part of WP6 activities. 

• Concerning targets, KPIs and the planned activities, the Communication Plan is in effect a “living 

document” that will be updated as necessary as the projects unfold, according to the effectiveness of 

the individual activities of the strategy. 

• All Consortium Partners have shown good alignment and high commitment in development and 

implementation of the present plan. 
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